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ABSTRACT 
The recruitment and selection process is critical for 

organizations to ensure that they hire candidates 

with the right qualifications, experience, and 

character to contribute to organizational success. 

One of the key components of this process is the use 

of background checks to verify the accuracy of 

candidate information and to assess potential risks. 

This study explores the importance of background 

checks in the recruitment and selection process, 

examining their role in mitigating risks, enhancing 

organizational performance, and ensuring 

compliance with legal and ethical standards. 

Primary data was collected through surveys of 100 

HR professionals and 50 job applicants across 

different industries, supplemented by interviews to 

gain deeper insights into their perspectives on 

background checks. The study also evaluates the 

challenges associated with conducting background 

checks, such as legal constraints, delays, and 

accuracy issues, as well as the impact of background 

checks on candidate experiences and perceptions of 

fairness. The results highlight that background 

checks are considered particularly important for 

senior-level positions and roles involving sensitive 

information, with criminal record checks being the 

most commonly used form of verification. However, 

the study also reveals concerns among candidates 

about the invasiveness of certain checks, particularly 

social media and credit checks, which some view as 

unrelated to job performance. Additionally, HR 

professionals face significant challenges in 

conducting timely and accurate background checks, 

often exacerbated by data protection laws such as 

the General Data Protection Regulation (GDPR). 

The study concludes that while background checks 

are an essential tool for ensuring organizational 

safety and integrity, they must be conducted 

ethically and transparently to maintain candidate 

trust and comply with legal standards. The findings 

have implications for HR practices, calling for a 

balance between thorough background screening 

and the protection of candidates' privacy and rights. 

 

Keywords: Recruitment, selection process, 

background checks, human resources, data 

protection, candidate privacy, criminal record 

checks, organizational risk, legal compliance, HR 

ethics 

 

I. Introduction 
The steps identified as recruitment and 

selection are common in any organizational human 

resource management and bear close touch on 

performance, culture, and growth. These are 

recruitment and selection strategies that are aimed at 

capturing the most desirable employee for an 

organization whereby there is a match between the 

employee and the job (URA 50 and Dessler, 2020). 

While applying for jobs has become a serious 

business for job seekers, the corporate world has 

also become more cut-throat and with the rising 

incidences of fraud and regulatory compliances; 

organizations today are forced to implement even 

stronger and more transparent processes to the 

hiring procedures. Among such practices, 

background checks can be named as one of the most 

widespread approaches to reducing certain legal 

exposures about negligent hiring and a corporation’s 

image (Searle, 2021). 

Background checks act as an important 

process of confirming or rejecting data that the 

candidates have provided to the organization, 

uncovering suspicious features, and deciding 

whether people meet the ethical and operational 

expectations of the organization (Ramaswamy, 

2022). The new-age corporate fraud instances like 

employee embezzlement, threat, and information 

technology theft have made it essential to conduct 

an intensive pre-employment screening (Harris 2021, 

p 120). More so, the specificity of a growing 

utilization of digital tools at hiring, accompanied by 

globalization, adds new threats, which make 

background checks an effective part of the modern 

recruitment and selection process (Breaugh, 2022).  

However, background checks also have 

their loaves and mines when it comes to legal and 

ethical reasoning such as violation of privacy rights, 

and laws governing data protection just to name but 

a few risks, and discrimination (Stone & Dulebohn, 

2021). The European Union General Data Protection 

Regulation and the United States Fair Credit 

Reporting Act provide guidelines regarding 
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employer’s processing of personal data during the 

[background check] process, and the protection of 

candidates’ rights (Feldblum, 2022). When 

organizations want to go for global recruitment, it 

becomes even more important to understand or at 

least get familiar with these legal frameworks.  

This Research article discusses the 

importance of background checks in the process of 

employment of candidates. It reviews conventional 

recruiting methods, describes various types of 

background verifications, considers legal and ethical 

concerns, and describes new developments in 

background checks. By doing so, the article 

provides a comprehensive analysis of the growing 

need for background checks in ensuring effective, 

secure, and legally compliant hiring practices. 

 

II. Literature Review 
2.1  Definition and Purpose 

Recruitment and selection is a subprocess in 

human resource management that outlines how 

organisations identify, attract, assess and place 

deserving employees in certain jobs. Recruitment is 

defined as the processes that are employed by 

organisations to attract applicants to the vacancies 

available (Armstrong, 2021). Recruitment involves 

identifying individuals and choosing candidates 

based on their qualifications, skills, experience, and 

organisational culture. Overall, the immediate 

purpose is to ensure that the right person gets placed 

in the right job so productivity improves and 

turnover decreases (Cascio & Aguinis, 2020). 

Recruitment and selection therefore, is not 

just about securing slots, but also guarantees that 

such selected candidates will fit well into the 

organisations culture and strategic vision (Jackson et 

al., 2021). Recruitment often leads to organisational 

losses in the form of costs, revenues, productivity 

and legal responsibilities should the decision be 

proven wrong or unprofitable (Combs, et al 2019). 

Therefore, this has led many organisations to recruit 

measures such as background checks to curb such 

risks (Searle, 2021). 

 

 2.2 Some Of The Conventional Methods Used In 

Recruitment and Selection 

In traditional recruitment practices, the primary goal 

has been to cast as wide a net and select applicant 

based on their backgrounds. These methods 

typically include: 

Job Postings and Advertisements: Potential 

employers notify the public of available jobs 

through several channels, including conventional 

media, online media, and through the company’s 

website. The idea is to have a great pool of 

candidates (Armstrong, 2021). 

Résumé Screening: Human resource professionals 

screened résumés and cover letters to select 

candidates for interviews according to their training, 

previous work experience, and skills (Breaugh, 

2022). This is especially so in the case of large 

organisations and companies as the first phase in the 

selection process. 

Interviews: Interviews are the common technique 

for selection of the candidates. They enable the 

employer to assess the communication skills, and 

global outlook of the employee and the ways in 

which they solve issues within the workplace 

(Cascio & Aguinis, 2020). There are three major 

kinds of interviews, namely; structured, unstructured, 

and behavioural interviews. 

Reference Checks: Human resources managers 

normally consult with references listed by a 

candidate in order to confirm the information that 

has been given and über more about their work 

behaviour (Keller, 2020). 

Skills Testing: Certain jobs demand someone to 

fulfil certain technical or professional qualifications. 

This type of test seeks to demonstrate the specific 

ability of the candidate and measure his or her 

capability to undertake the tasks characteristic of the 

profession (Breaugh, 2022). 

Although these techniques still form the core of 

employee selection, their effectiveness is often 

limited in assessing a candidate’s character, 

behaviour, and legal and credit risks. This is where 

background checks come in handy; providing more 

detailed and extensive information on the possible 

risks of a candidate. 

 

2.3 The Role of Background Checks in 

Recruitment and Selection 

In all the presented models, background 

checks are identified as one of the ways to minimize 

risks in the recruitment system. Consequently, 

background checks offer organizations assurance by 

ensuring that the résumés presented by candidates 

are accurate, that their credentials are authentic, and 

to foster the recognition of legal or ethical problems 

which might pose a threat to the organizational 

settings (Searle, 2021). Different kinds of 

background checks are utilized in employment 

depending on the nature of the job and the industry 

in which the position is besides legalization. 

 

Criminal Record Checks: This type of check 

confirms if the candidate has any criminal records if 

they are in any of the following categories if their 

presence will harm the security or safety of the 



 

 

International Journal of Engineering, Management and Humanities (IJEMH) 

Volume 5, Issue 6, Nov.-Dec, 2024 pp: 01-11                               ISSN: 2584-2145     

www.ijemh.com 

                                      

 

 

 

 

 

 

                                                                  www.ijemh.com                               Page 3 

organization (Ramaswamy, 2022). It will be 

important to note that criminal background checks 

are commonly a necessity in the employment of 

individuals in healthcare and education, as well as 

personnel dealing with finance and other vulnerable 

populations. 

Employment Verification: Employment verification 

affirms the employee history provided by the 

applicant concerning past employers, positions held, 

and the dates served in those positions. This is 

useful in a way that it guarantees that the candidate 

does meet requirements in terms of experience and 

that there are no contradictions in the résumé (Harris, 

2021). 

Education Verification: Education attestation is 

about getting affirmation of the candidate’s 

education, the certificates obtained, certifications 

and institutions attended. This is especially relevant 

in the careers that demand certain forms of 

certification such as academic qualifications; (Keller, 

2020). 

Credit Checks: Credits may be requested for all the 

positions that entail the candidate’s financial 

responsibilities as in accounting or finance positions. 

This assists in avoiding cases of fraud or 

embezzlement in organisations or cases of fraud and 

embezzlement (Stone and Dulebohn, 2021). 

Social Media Screening: Today, in particular, many 

employers use social networks to get extra 

information about the nature, behaviour, and 

appropriate conduct of a candidate in a professional 

environment. Nevertheless, the application of this 

practice has to be done gently to ensure that 

employees’ privacy and discrimination are not 

violated (Feldblum, 2022). 

 

2.4 Legal and Ethical Considerations in 

Background Checks 

Screening involves taking the legal and 

ethical risks in the course of passing through an 

organization. It is important for employers to strike 

a fine line between the best interest of the 

organization and the basic rights of the candidates in 

terms of privacy and fairness. Laws like the GDPR 

and FCRA prescribe how employers could engage 

in the process of background checks besides using 

data gathered in the process (Feldblum, 2022). Such 

regulations are put in place to see to it that 

background checks are done in a proper way and 

any candidate has a chance to challenge any wrong 

information given by the company. 

Privacy Concerns: It must also be remembered that 

background checks require the identification and 

subsequent processing of personalized sensitive data 

necessary in a background check procedure, leading 

to increased third-party privacy concerns. It 

therefore means that organizations must ensure that 

they have proper justification for such data; and 

those candidates have been put through on how this 

process will be conducted (Stone & Dulebohn, 

2021). 

Non-Discrimination: There are rules regarding how 

employers may use information obtained from a 

background check; the information cannot be 

utilized in a discriminating way. For example, by 

turning down a candidate due to a previous criminal 

conviction that is not relevant to the job, the 

candidate's current status is discriminated against 

(Feldblum, 2022). 

Transparency: Essentials of fairness require that 

candidates be informed when such checks are being 

conducted and what information is being sought. It 

is unlawful for an employer to perform background 

checks on candidates without prior consent (Harris, 

2021). 

Any non-compliance with these legal and ethical 

rules has very severe consequences for the 

organizations; legal consequences such as fines and 

penalties, civil and criminal lawsuits and business 

reputation consequences such as tarnishing of image, 

low credibility and reliability. 

 

2.5 Emerging Trends in Recruitment and 

Background Checks 

The business environment and nature of 

work require constant updates because the world is 

transforming technologically. Some of the new 

developments in recruitment are the application of 

AI in the hiring process, the growing prominence of 

remote hiring and the incorporation of high 

technologies in background checks (Breaugh, 2022). 

AI in Recruitment: Many components of 

the recruitment process are now being administered 

and performed via the use of AI and include résumé 

review, scheduling of interviews, and the evaluation 

of candidates. AI uses technology to scan through 

large databases of candidates within the shortest 

time possible, thus freeing the talent acquisition 

team more time to engage in key tasks (Armstrong, 

2021). 

Remote Hiring and Background Checks: 

The change in the employment trend, brought about 

by the COVID-19 situation, has necessitated remote 

hiring. This has increased the use of technological 

methods within the recruiting process, such as 

biometric identification and the use of online record-

checking criminal history (Searle, 2021). 

Global Background Checks: In the global Opening, 

as companies proceed to spread their functions and 

coverage geographically, they are routinely 
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performing international background checks to 

ensure that the applicants from different 

jurisdictions are equally of a similar calibre of 

ethicality and suitability (Ramaswamy, 2022). 

 

III. Methodology 
3.1 Research Design 

This research used the descriptive survey 

research design to establish the need and 

appropriateness of conducting background checks 

during recruitment and selection. This design was 

adopted since it is useful in obtaining information 

from a large population and in establishing a 

correlation between different factors (such as 

background checks, HR practices and candidate 

experiences). In an attempt to gain more detailed 

insight into the kinds of experiences candidates had 

during the recruitment process as well as their 

perceived need for background checks, both 

questionnaire surveys and interviews were 

conducted. 

 

3.2 Population and Sample 

The target population for this research was 

human resource (HR) professionals involved in 

recruitment and selection process and job applicants 

who had recently undergone recruitment exercises. 

In this case, the two groups were asked questions so 

that, information concerning the existence or 

otherwise of a need for background checks could be 

collected considering the perception of the employer 

and the candidate. 

 

3.2.1 HR Professionals 

The survey targeted all levels of Human 

Resource professionals across the sectors within the 

finance, healthcare, education, and technology 

realms. Purposively, 100 HR professionals actively 

involved in the process of recruitment, especially 

background checkers, were targeted. From the 100 

distributed surveys, 80 surveys received fully 

completed responses, giving a response rate of 80 %. 

 

3.2.2 Job Candidates 

Besides, 50 job applicants were surveyed, 

and all of them passed through recruitment 

processes that involved the use of background 

checks. Handy sampling was used to select this 

group of participants and they comprised of 

applicants from different employment fields. This 

group enabled the researcher to examine the effects 

of background checks on candidate experiences 

based on their perception of fairness and view on 

privacy. 

 

3.3 Data Collection Instruments 

3.3.1 Survey for HR Professionals 

A systematic self-completed survey 

instrument was used to gather quantitative data from 

72 participants which includes professionals in the 

Human Resource department. The survey comprised 

25 closed-ended questions covering areas such as: 

     Frequency of background checks conducted. 

     Types of background checks (e.g., criminal, 

educational, credit history). 

     Importance of background checks for 

different job roles. 

     Challenges encountered when conducting 

background checks. 

     Legal and ethical considerations. 

 

The responses were collected on a 5-point Likert 

scale of ‘Strongly Disagree’ through to ‘Strongly 

Agree’ for questions pertaining to the need and 

efficiency of background checks. 

 

3.3.2 Interviews with Job Candidates 
For the qualitative part of the study, while recruiting 

for an advertised position, the authors administered 

semi-structured interviews to the candidates. The 

interviews focused on their experiences with 

background checks, exploring issues such as: 

     Opinions/attitudes held on the 

applicability of background checks to the job that an 

applicant is seeking. 

     Fairness of the checks. 

     All controversies related to private life 

and the utilization of personal information. 

 

Working interviews were conducted and taped to 

obtain candidate perceptions of background checks 

and the verbal accounts were transcribed into text 

format and analyzed for emerging themes. 

 

3.4 Data Analysis 

3.4.1 Quantitative Analysis 

Data obtained from the HR professional survey was 

summarized descriptively using SPSS software. The 

options regarding the use of background checks and 

the corresponding issues were described by the 

frequency distribution of respondents’ opinions in 

terms of frequency, mean, and percentage. 

Background check results and test statistics were 

also run descriptively and with cross-tabulations to 

analyze differences among industries. 

 

3.4.2 Qualitative Analysis 

The thematic analysis of the transcripts received 

during interviews with job candidates was 
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conducted. In order to provide a clear structural 

analysis, the focus was made on the key topics, 

including the feelings about the privacy of the 

background check, the role of the check, and the 

experience of candidates. These themes were then 

classified into related themes from the quantitative 

analysis of the survey responses made by the HR 

professionals. 

 

IV. Results 
This section explains the findings deduced 

from the questionnaires administered to the Human 

Resources professionals and from the interviews 

made with any individual who has recently actively 

sought a job. The results are presented in two parts: 

absolute results deriving from the surveys made 

among the HR professionals and relative results 

based on interviews with job candidates. 

 

4.1 HR Quantitative Results 

4.1.1 Frequency and types of background check. 

Given responses suggest that a higher 

proportion of the organizations prefer to do 

background checks on the candidates during the 

recruitment exercise. Referring to Table 1, 85% of 

the HR professionals said that they always make 

background checks with criminal record checks 

being the most popular kind. Employment history 

verifications and educational verifications were also 

commonly reported. 

 

Table 1: Frequency of Background Checks in Recruitment Processes 

Frequency of Background 

Checks Conducted 

Number of Respondents Percentage (%) 

Always 68 85% 

Sometimes 10 12.5% 

Rarely 2 2.5% 

Never 0 0% 

 

Table 2 presents information concerning the types of 

background checks conducted: The result indicates 

that criminal record checks were among the most 

preferred checks, 90 percent of the respondents 

confirmed that the check was obligatory for all 

position types. Such screening also entailed 

employment history with 80 per cent of employers 

and educational history with 75 per cent of the 

employers. 

 

Table 2: Types of Background Checks Conducted 

Type of Check Number of Respondents Percentage (%) 

Criminal Record 72 90% 

Employment History 64 80% 

Educational Verification 60 75% 

Credit History 45 56% 

Social Media Check 35 44% 

 

4.1.2 Perceived Importance of Background Checks 

Human resource managers were sought to 

indicate the extent to which background checks 

were important for various types of jobs. This is 

highlighted in the response patterns represented in 

Table 3, key highlights of which inferred that 

background checks were most important to senior 

management at 92% Very Importance. Same as 

before, pre-employment screening and background 

checks were also considered appropriate for mid-

level positions (78 %). However, they were not 

considered significant for first-level professional 

positions in the organization. 

 

Table 3: Perceived Importance of Background Checks by Job Role 

Job Role Very Important 

(%) 

Important (%) Not Important 

(%) 

Senior Management 92 8 0 

Mid-Level Positions 78 22 0 

Entry-Level Positions 40 50 10 

 

 



 

 

International Journal of Engineering, Management and Humanities (IJEMH) 

Volume 5, Issue 6, Nov.-Dec, 2024 pp: 01-11                               ISSN: 2584-2145     

www.ijemh.com 

                                      

 

 

 

 

 

 

                                                                  www.ijemh.com                               Page 6 

4.1.3 Challenges in Conducting Background 

Checks 

The respondents, comprising of HR 

professionals also pointed to a number of barriers 

when undertaking background checks. Externally, 

60% of respondents claimed that legal and 

regulatory factors, particularly GDPR, were the 

biggest obstacles. Possible issues include delays in 

obtaining results of the background checks 

documented by 50% of respondents; 30% expressed 

dissatisfaction with the accuracy of the check 

providers. 

 

Table 4: Challenges in Conducting Background Checks 

Challenge Number of 

Respondents 

Percentage (%) 

Legal/Regulatory Constraints  48 60% 

Delays in Results 40 50% 

Accuracy of Third-Party Providers 24 30% 

Candidate Resistance 20 25% 

 

4.2 Qualitative Results from Job Candidates  

4.2.1 Concerns About Privacy 

The first major theme that we came across in 

interviewing candidates was privacy. Some of them 

raised issues concerning their own private 

information in regard to social accounts and credit 

record checks. One candidate noted: 

‘The particular criminal check is reasonable, but 

when they asked for my credit history, and social 

media account I felt they were invading my privacy’. 

 

4.2.2 Fairness of the Background Check Process 

Candidates expressed mixed feelings about the 

fairness of the background checks. While some 

understood the necessity for certain checks, others 

felt that the level of scrutiny was disproportionate to 

the roles they applied for. A candidate applying for 

an entry-level position remarked: 

 

"It was just a junior position in marketing, but they 

went through every aspect of my background like I 

was applying for a top executive role. It didn’t seem 

fair." 

 

4.2.3 Impact on Job Offer 

A few candidates reported that delays in the 

background check process had a negative impact on 

their job prospects. One participant mentioned 

losing a job opportunity because the background 

check took too long, stating: 

 

"I was really excited about the job, but the 

background check process dragged on for weeks, 

and by the time they got back to me, the position 

had been filled." 

 

These results indicate a clear need for background 

checks in the recruitment process, especially for 

high-risk positions. However, concerns about 

privacy, fairness, and process delays must be 

addressed to ensure a balance between 

organizational due diligence and candidate rights. 

 

V. Discussion of Results 
The findings of the study highlight several 

implications for practising HR managers and 

organisations about the benefits of background 

checks in employee recruitment and selection 

process, difficulties of selecting qualified candidates 

and job seekers’ experiences. These results support 

prior studies while also identifying specific concerns 

that are specific to contemporary recruitment 

processes and may be especially important given the 

increasing integration of technology into the 

recruitment process and emerging concerns around 

privacy and data security. 

 

5.1 Importance of Background Checks for 

Different Job Roles 

The findings show that background checks 

are considered essential for employees, particularly 

those who work at the managerial level with 92% of 

the HR respondents in this study rating background 

checks as ‘Very Important’ for senior management 

employees. This resonates well with what O’Rourke 

(2022) suggests particularly that the higher the 

position in an organization, the greater the need for 

thorough vetting processes, including criminal and 

financial background checks, to mitigate risks 

associated with fraud, theft, and poor leadership. 

In a similar study, Rao and Stewart (2021) 

reported that the threat is especially felt when an 

organization is trying to recruit personnel to handle 

invisible positions such as positions that require the 

handling of secrets or cases that require massive 

funds. In these contexts, therefore, any information 

obtained from the background check could lead to 

disastrous consequences for the organisation. Such 
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research implies that the regular background check 

procedure is not only important in the context of 

legal requirements, but it also plays an important 

role in the protection of a company’s assets, 

business reputation, and future sustainability. 

For mid-level positions, 78% of the 

participants in the current study deemed background 

checks as important while the same was not 

important for entry employees. This outcome is due 

to the hierarchical model of risk management where 

the intensity vis-a-vis the recruitment procedure is in 

proportion to its responsibilities. Jones et al. 

(2020)continue and state that this is always due to 

cost-benefit analysis meaning that conducting a 

thorough background check on an entry-level 

employee would be very costly than the potential 

losses that could be incurred especially when the 

employee to be hired has minimal access the major 

resources of the organization. 

 

5.2 Types of Background Checks and Their 

Application 

The results indicate that criminal record 

check is the most common background check 

technique (90%), employment history (80%) and 

education verifications (75%). Such statistics are in 

line with Smith and Collins (2023) who state that 

criminal record checks for job applicants remain the 

best practice in all industries regardless of the type 

of job and industry which ranges from healthcare, 

finance, and education industries among others. 

Furthermore, in the technology sector as well as 

consulting, educational verification checks are 

necessary, as most work requires specialized 

knowledge. 

Criminal record checks are also popular 

internationally. As Wilson and Harris (2021) have it, 

applicants for jobs in organizations in developed 

economies are checked for their criminal 

backgrounds; it is estimated that 85 per cent of 

organizations in the United States run criminal 

background checks on their applicants. Likewise, 

background verification has gone up in the 

European Union because of terrorist attacks and 

compromised data security (Hawkins, 2021). 

In the current study, only 44% of the 

respondents reported that social media checks were 

conducted highlighting an emerging trend 

occasioned by the increased posting of personal and 

professional information online. But this is still 

considered as a primeval act and some of the job 

candidates have even complained with feelings of 

violation of privacy. Thus, Gilbert and Lee (2022) 

concluded that despite the emergence of different 

social media backgrounds as a useful method of 

assessing a candidate’s character, these checks are 

ethical because they constantly combine the 

applicant’s private and professional lives. The issues 

arising from the job applicants’ experiences 

presented in this study, trigger wider discourses 

about the appropriateness of using social media 

profiles in employment selection decision-making 

processes (Turner, 2021). 

 

5.3 Challenges in Conducting Background Checks 

This paper exposed some of the problems 

that HR professionals experience when conducting 

background checks. Many (60%) of the sectors 

reflected on legal and regulatory factors as the 

leading barriers to AI implementation, especially 

owing to data protection laws like the GDPR in the 

EU. The GDPR restricts the amount of personal data 

employers can collect and retain, thus complicating 

the background check process. In a survey by 

Brown and Patel in 2020, the majority of the 

companies used in the study reported to have 

experienced challenges in managing data privacy 

legal environment thus causing them to delay or be 

forced to fail some checks to avoid legal compliance. 

Besides, 50% of participants in this study 

reported delays in results of background checks as a 

major problem. Third-party providers, with whom 

dealings are usually conducted by the organization, 

can be slow sometimes or may have trouble 

processing information. According to Marshall and 

King (2022), extended time of the employment 

background checks results in loss of talent as the 

candidates take other job offers while waiting for 

their background check clearance. This task 

becomes even more challenging in industries that 

expect the applicants to provide criminal, 

educational, and employment background 

clearances among others like finance, and law 

among others. 

The last issue was the clarification of third-

party providers: 30% of the sample mentioned that 

inaccuracies in the data provided by such providers 

were problematic for them. Such negative 

background check work not only has negative 

effects on saving time and cost but also harms the 

employer’s image in the eyes of the potential 

employee, as Carter et al. (2021) mentioned. Where 

mistakes are made there will be complaints of bias 

and this can lead to legal action or loss of 

confidence in the organization. This means that the 

reliability of external service providers, in particular 

contractors, is one of the key factors for maintaining 

the recreational process effective and non-biased. 

 

5.4 Candidate’s perception of fairness and privacy 
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Several issues were noted from the 

interviews with the job candidates including 

perceived fairness and privacy issues about 

background checks. Several candidates boiled down 

their concerns on social media and credit screening 

as intrusive and irrelevant to the jobs they were even 

interviewing for. In support of this, Hughes and 

Robinson (2020) explained that candidates accept 

the rationality of criminal and employment-related 

background screening but are increasingly likely to 

resist further scrutiny in terms of their financial and 

personal credit. 

 

An interesting fact that was discovered 

from the interviews with the candidates was that 

those who were fresh candidates or applying for a 

junior position complained of the rigorous screening 

processes as being inappropriately applied 

depending on the position. Some candidates are 

likely to feel that some questions were too intrusive, 

especially bearing in mind that most of these 

positions are not as demanding as senior or 

managerial ones. This is similar to Anderson et al. 

(2021) who state that coverage belonging to 

background checks should be in proportion to the 

danger attached to the role, so as not to erode the 

trust of candidates and harm the image of the 

employer. 

Moreover, the study found that several 

candidates were affected by slow response to the 

background check process including missing out on 

job offers because of the wait. Taylor and Grant 

(2021) work on congruent ideas but point out the 

negative impact of background check duration on 

the candidates and employers by stating that, the 

completion of the background check may take long 

which leads to loss of talents among the candidates. 

The results of the study also underscore the need to 

reduce the time taken to conduct background checks 

to avoid a negative influence of the process on 

recruitment. 

 

5.5 Ethical and legal considerations  

This work also briefly discussed potential 

prerogatives of ethical and legal aspects of 

background checks regarding privacy and data 

protection acts. , Two other valid concerns raised by 

some of the candidates was the future use of 

personal information particularly from social media 

and credit checks. Chen and Olson (2020) also 

recommend that employers should disclose which 

screening is being conducted or will be conducted, 

and why the screening is relevant in connection with 

a specific position. If this is not done, candidates 

develop perceptions of unfairness and loss of trust in 

the new system. 

The legal perspective of background 

checks is of importance given the current ruling on 

data protection, especially GDPR.  From this study, 

it was established that according to the regulations 

in their respective countries, it is challenging to 

meet the organizational necessity of conducting 

thorough background checks without violating 

subjects’ data privacy rights. In their 2021 work, 

Ryan and Smith pointed out that failure to follow 

data protection laws can result in tremendous 

penalties and negative consequences for an 

organization’s image, therefore, organisations must 

keenly monitor new laws in this field. 

The outcomes of this research conform to 

comparable research of recent years in the following 

ways. The importance of pre-employment 

screenings is defined in recent sources including 

Wilson & Harris (2021) and Gilbert & Lee (2022) 

with special reference to the topic of vulnerability 

for managers and executives. Likewise, the 

limitations specified by candidates regarding 

privacy and, fairness reveal how the ethical 

discussions are not only limited to self-employment 

but extend to overall societal issues of ethical hiring 

as mentioned by other authors in Turner (2021) and 

Carter et al. (2021). 

However, this study also brings a new spin 

to the issues that were not previously discussed, 

especially by focusing on the quantitative analysis 

of the most pressing issues that HR professionals 

experience while completing timely and accurate 

background checks, and the further emergence of 

checks relevant to data protection legislation. The 

extent of the approach toward the HR professionals 

and the job candidates comes closer to analyzing the 

utility of background check procedures with 

pragmatic and ethical perspectives. 

 

VI. Conclusion 
The recruitment and selection process is 

based on human resources management; the initial 

steps of human capital management because its goal 

is that an organization finds and hires the most 

suitable employee. Being part of this process, 

background checks are instrumental in confirming 

the personal data submitted by candidates, 

evaluating their fitness for the job, and preventing 

potential losses connate with fraudulent schemes, 

unlawful behaviour, and legal responsibilities. The 

necessity of background checks can also be clearly 

seen from this study, especially in high-risk HR 

positions and sensitive positions in the organization 
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where wrong hires pose a high risk to the 

organization. 

More so, this study established that even 

though background checks are well appreciated 

among Human Resource professionals, there are 

several issues which can arise concerning their 

application and implementation. These are factors 

such as legal/ regulatory factors like data protection 

laws that set the ceiling on how extensive the check 

can be done, issues to do with time delay in 

acquiring the background check results and 

reliability of third-party service providers. However, 

the study has revealed increasing concern with 

privacy from intending employees especially with 

checks on performance going to social media 

activity or credit checks which candidates perceive 

to be unnecessary. 

To attend to these challenges, background 

checks must be conducted while observing 

reasonableness intended to serve both the 

organizational and candidate’s interests in equal 

measures. Employers have the responsibility of 

ensuring that background checks are warranted by 

the job, moral and legal. In addition, visibility in the 

process of background checks helps to reduce the 

number of applicants who intend to work in a 

certain organization to distrust and also helps the 

employer regain the trust of the candidate. 

Finally, it is argued that background checks 

continue to be useful in the course of recruitment 

and selection. However, to be effective, 

organizations are facing the dilemma of 

implementing and responding to the legal and 

ethical implications of such a practice, and yet 

ensuring that the checks are fair and correct, and 

done in line with the job’s specifications. 

 

VII. Recommendations 
From the conclusion derived from this study, the 

following recommendations can be made to enhance 

the recruitment and selection process for civil 

servants. 

 

7.1 Develop Clear Background Check Policies 
The type of work to be performed, as well 

as the organization’s legal requirements in those 

areas and the country and state in which it operates, 

should dictate the company’s policies on 

background checks. It should also indicate the kind 

of checks to be done (criminal background check, 

reference check, education authentication, among 

others) and the appropriateness of each check to the 

position to be filled as well as how legal 

expectations regarding the checks are going to be 

met. It is thereafter important to maintain these 

standards across the firm, department, team, division, 

and section to achieve balance in the hiring process. 

 

7.2 Ensure Legal Compliance 

In today’s world, there are such regulations 

as GDPR, which states become increasingly more 

complex, so the background check also needs to 

adhere to legal requirements. Through cooperation 

with legal advisors, every HR department should 

reflect upon the information it gathers, stores and 

utilizes by only obtaining, storing, and processing 

the data that is reasonably required for the 

performance of its tasks. This consists of seeking 

consent from the candidates and informing them of 

the clearly posited information that is to be verified 

and the exact use of the information. 

 

7.3 Utilize Reliable Background Check Providers  

Based on the research findings this study 

recommends that organizations should firmly 

scrutinize and select the third-party background 

check providers adequately due to the inefficiencies 

pointed out in this research regarding the third-party 

providers. Accuracy and timeliness of the results 

should be exemplary and organizations should 

embark on fair assessment of the performance of 

this provider frequently. Further, it’s also important 

to find out that utilizing automated background 

check solutions can also lessen the time taken in the 

recruitment process resulting in increased efficiency. 

 

7.4: Step up Communication with Candidates 

In this case, to enhance the views of 

fairness and transparency among the candidates, the 

employers should explain the objective and extent of 

the background check during the hiring process. 

Potential employees should be told the type of check 

that will be conducted and the reason for the check 

when hiring them. Candidates can also be given a 

chance to explain or even dispute any issues that 

might have been presented by their background 

check results which will again improve the general 

trust and open details of the entire recruitment 

process. 

 

7.5 Conduct Background Checks Proportionately 
From the findings of the study, many 

candidates particularly those who sought entry 

warrants expressed that some background checks 

were out of proportion with the given job. To this 

effect, organizations should make sure that the level 

of scrutiny in background checks, should correspond 

to the level of risk inherent in the position being 

filled. In the same line of thought, affirmative 

checks should be extended to candidates in senior 
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organizational positions or positions that 

compromise sensitive information, while proximate 

checks can suffice for lower-level jobs with few 

compromising consequences. 

 

7.6 Educate trainee HR professionals on ethical 

issues 

The HR-practicing recruiters performing 

background checks should undergo ethics training 

regarding background checks. Part of this is 

recognizing that due to the nature of certain checks, 

such as social media, one may be born with bias and 

all the results must go through the legitimate 

business necessity test. Society can be made a better 

place by attaining an ethically sound HR workforce 

which pins down discrimination and sharpens the 

criteria of fairness at the time of hiring. 

 

7.7 Implement Continuous Monitoring and 

Improvement 

Organizations must view background 

check policies and procedures as more of a fluid 

aspect of recruitment that needs to be frequently 

checked and adapted. Background checks can be 

conducted periodically to compare it with other 

organizations and make suitable changes in it and by 

that feedback received from the candidates and 

human resource professionals should be gathered. 

Further, changes in legal conditions and norms 

make adjustments in the background check 

processes and policies of organizations relevant to 

the context to reflect ethical standards. 

Following these suggestions, organisations 

stand to improve their recruitment and selection 

procedures, minimise the potential harms regarding 

improper staffing decisions and guarantee the 

conformity of their policies to legal and ethical 

standards. In the long run, this will result in the 

acquisition of employees who are more suited for 

the organizational positions, enhanced 

organizational performance, and enhanced candidate 

experience. 
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