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Abstract

This is a critical review of how philosophical
approaches to intelligence ethics have developed in
the days since the September 11 attacks. The paper
evaluates how the intelligence agencies changed
their paradigm of being mere collectors to hunters
of  information,  applying  the  pluralistic
methodological  framework  that takes into
consideration Consequentialism, Deontology, Just
War Theory (JWT), and Virtue Ethics. It claims that
even though the conventional models reveal the
strain in drone warfare, enhanced interrogation,
and mass surveillance, they are not always able to
offer sufficient guidance in the implementation of
direct action operations. The paper also examines
the problem of the democratic dilemma of balancing
secrecy and oversight. It has been revealed that,
although new pragmatist and consent-based models
solve certain theoretical gaps, there is still a major
gap in the scholarship about artificial intelligence,
cyber activities, and non-Western views. The author
draws a conclusion that in the future, empirical
research and comparative international frameworks
should be given the top priority in the research to
achieve ethical efficacy.

I.  Introduction

The issue of ethics and intelligence and the
correlation between the two has been an area of
debate, with many referring to it as a paradox.
Duane R. Clarridge, a former CIA agent, popularly
rejected the idea of intelligence ethics as an
oxymoron, and claimed it does not belong in the
world of espionage (Gill, 2009). Nevertheless, the
disastrous events of September 11, 2001, essentially
redefined this argument, and made the ethics of
intelligence a minor issue to a primary one on the
agenda of academia and policy making. The new
security environment after 9/11 has seen an
unprecedented increase in the scale, scope and the
approaches of intelligence operations. Intelligence

agencies have been catapulted into being more
active, a hunter-type agency, rather than a gatherer
one owing to the emergence of drone warfare,
increased levels of interrogations and mass
surveillance programs (Phythian, 2013). This
change has resulted in the emergence of a new and
many ethical dilemmas that were hard to solve
because of the traditional paradigms.

In this paper, the researcher attempts to
critically analyze how philosophical approaches to
the ethics of intelligence have changed in the post-
9/11 period. The hypothesis of the study is as
follows: How have theories of intelligence ethics
changed in response to the post-9/11 security
problems, and what are the gaps in the existing
theoretical solutions to the problem of balancing the
values of democracy and intelligence activity? This
question is essential because it examines the
dynamism of ethics regimes against the background
of shifting operational conditions. It recognizes the
natural conflict between the democratic value of
transparency and accountability and secrecy, which
is frequently necessary in the work of the
intelligence community, a conflict, which has been
greatly intensified in the present day security
landscape. In discovering the shortcomings of
current literature, this paper will seek to work
towards creation of more effective and inclusive sets
of ethics that will assist in establishing the moral
dilemma surrounding the profession of intelligence
practitioners.

This study is of great importance not only
within the academic circles. Ethical guidance is
even more urgent as intelligence agencies are
increasing their capabilities in accordance with the
changing security threats. The scandals about
practices like extraordinary rendition, the facility in
Guantanamo Bay, or the mass surveillance initiative
of the NSA have shown the practical implications of
the lack of proper ethical considerations. Not only
have these events cast the issue of the viability of
some intelligence practices in relation to democratic
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principles in a serious light, but they have also
tarnished the reputation and usefulness of the
intelligence agencies. Through the analysis of the
pros and cons of the current philosophical strategies
and finding out the spheres in which the further
evolution of these strategies should be performed,
this paper aims to contribute to the already existing
endeavor to make sure that the sphere of intelligence
operation is carried out in the way that would be
effective and ethical.

1L Literature Review
Historical Development of Intelligence Ethics as
a Field

The development of intelligence ethics as a
field of scholarly study is a very important break
with the long held perception that the realms of
espionage and moral philosophy are distinct and
mutually exclusive realms. In most of the twentieth
century, intelligence activity was seen as being
morally neutral, existing in what some academicians
have described as a moral vacuum in which the end
of national security simply justified the use of any
method that seemed appropriate. The intensified
research of the intelligence ethics is comparatively a
new term in the academic discourse. The moral
aspect of intelligence activity entered the academic
scene extremely rarely and was refuted as an
impossibility until the 21st century. This rejection of
intelligence ethics as an oxymoron was too early
due to the nature of the intelligence work which was
believed to be at that time. Intelligence has never
been interpreted as being the information and
gathering of information without the necessity of
performing any action with definite moral judgment.
It is not hurting anyone, as Michael Herman already
indicated, not at the very first sight (Herman, 2004).
This narrow means of framing this was used to hold
to a vision of intelligence activity as a technical or
strategic practice as opposed to a discipline subject
to explicit moral challenge. But, as the nature of
security matters evolved, the gap between perceived
and actual ethical performance of intelligence began
to widen and normative commitments of the
profession began to be rethought.

The post-9/11 age was a watershed
moment in the history of the intelligence ethics as a
profession. Better access to information, but more
effective work of  assassinations, more
interrogations, and overall surveillance raised new
ethical questions that could not be overlooked
anymore. These trends have forced academicians
and professionals to start struggling with questions
of proportionality, necessity and limits to state
power in a manner that would not have been

imperative during the more compartmentalized cold
war era. According to Kira Vrist Ronn, the attention
of scholarly and intelligence practitioners to
intelligence ethics, or to the moral justifiability of
the practices carried out by the services of the
intelligence, has grown exponentially over the past
decade in reaction to controversial post-9/11
practices (Ronn, 2016). It is not only a matter of
theory which has increasingly caused policy
debates, reforms of controls, and professional codes
of ethics aimed at reducing abuses and aligning the
conduct of operations with the values of society
overall.

The same growth of academic interest has
been matched by a growth of theoretical
sophistication. It has transformed the question of
whether intelligence can be ethical to the question of
how various ethical theories may be enforced in the
intelligence operations. It is a shift of the normative
or possibly idealistic discourses to less abstract
frameworks that can be effectively applied to make
decisions under high-pressure circumstances.
Utilitarian evaluations can explore the imminent
consequences of a procedure, whereas deontological
evaluations concentrate on obligations and rules that
must be complied with irrespective of the delayed
consequences. Virtue ethics, in its turn, stimulates
an examination of virtues, culture in the institutions,
and the way of how to create morally strong
decision-makers within the intelligence agencies.
Both theoretical lenses offer an insight into the
issues of the form of privacy invasion, collateral
damage, and the incompatibility between security
and civil rights. Alongside, there is a growing
debate on hybrid or pluralist approaches which
would be sensitive to the constraints and facts of
fieldwork in intelligence.

However, this evolution does not imply
that the field of study has come to a consensus on
some of the most basic issues. As a matter of fact,
intelligence ethics, as a research field, is not
coherent and solid yet (Ronn, 2016). A controversial
issue is the normative low water mark: is ethical
critique established on universal moral laws,
domestic law, international humanitarian law, or
institutional missions? Another area of disagreement
is the locus of ethical responsibility: is the
responsibility to be in the hands of the
policymakers, the operational officers or the
institutions that permit and regulate the intelligence
activities? The division goes to those practical
precursors of moral conduct, such as the
organization of risk evaluation measures, the
openness of intelligence operations, and the conflict
between confidentiality and responsibility. Such
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absence of consensus has two consequences: on the
one hand, it promotes a multidisciplinary dialogue
that is very rich; on the other, it poses the danger of
stagnation or poor interagency or interstate
execution. Consequently, scholars emphasize the
significance of methodological pluralism, empirical
exploration of the impacts of practices, and creation
of normative standards that could possibly cross
national borders in an ever-linked security setting.

Traditional Philosophical Frameworks
Historically, the application of
philosophical systems to the ethics of intelligence
has been pegged on three wide traditions such as
consequentialism, deontology and virtue ethics. The
structures, which have been built during centuries of
moral philosophy, have been applied to the issues of
intelligence operations with less or more success.

Consequentialist Approaches

Naturally, consequences systems which
assess the morality of actions based on their
outcomes have been applied to intelligence ethics
since they appear to align with the national security
claims. The dilemma between individual rights and
collective security seems to provide a dispassionate
method of decision making using the utilitarian
calculus of greatest good to the greatest number.
This is particularly so in the post-9/11 debates on
surveillance programs where advocates argue that
the minor infringements of privacy are compensated
by the high security returns. What makes
consequentialism an attractive theory in intelligence
setting is that it seems to be rather pragmatic and it
is in line with the very idea of intelligence agencies
that national security should be preserved and
people should not be harmed. Whenever intelligence
officials claim that a specific surveillance program
or covert operation will be required to thwart a
terrorist attack, they are technically appealing to a
consequentialist paradigm.

Nonetheless, consequentialist solutions of
intelligence ethics have many problems. The work
of intelligence is confidential one and, thus, the
results of this work cannot be measured based on the
results and, instead, speculative measurements of
effectiveness are applied. The scenario of the so-
called time bomb that is typically used when
speaking about the application of enhanced
interrogation methods represents the examples of
strengths and weaknesses of consequentialist
arguments (Omand and Phythian, 2013). This
hypothetical world where torture is acceptable to
induce information that might avert a looming

devastating attack has received a lot of criticism as
being unrealistic and offering a dangerous excuse to
infringement of human rights. Critics state that
consequentialist thinking in intelligence tends to be
based on speculative and unprovable assertions
regarding the threats in future and the performance
of the questionable techniques. Moreover, the
ultimate results of intelligence activities, including
the undermining of civil liberties, the destruction of
international relationships, and the establishment of
the precedents of future abuses, are not properly
factored into the consequentialist calculations.

These problems are aggravated by the fact
that it is not easy to quantify the efficacy of
intelligence operations. Intelligence achievements
are usually secretive and cannot be publicly
confirmed unlike in other areas where results are
measurable, and intelligence failures usually get
disproportional coverage. This lack of symmetry
renders it hard to perform a sincere consequentialist
analysis. In addition, most of the claims of
intelligence are counterfactual, they include claims
about prevented attack or neutralized threats, which
makes it almost impossible to determine whether a
certain practice yielded the promised benefits. This
epistemological problem weakens the basis of
consequentialist thinking which relies on the
capacity to analyze and evaluate the consequences.

Deontological perspectives

The other method of intelligence ethics is
the deontological ethics which concerns itself with
less issues of consequences but more on rights and
obligations. In this sense, certain things are right or
wrong irrespective of their consequences. The
deontological perspective has been instrumental in
criticizing the post-9/11 intelligence practices with
human rights movements claiming that torture and
mass surveillance are intolerable practices that
infringe on the fundamental human rights regardless
of the security benefits they may gain. The
deontological theory has a strong ethical basis to
create distinct prohibitions against the practices that
infringe upon the core human dignity and autonomy.
In this sense, the ban on torture, say, cannot be
superseded by political reasons like invoking the
national security or even the possibility of
lifesaving.

Deontological ethics is strong because they
are adamant to the moral code and stand by the key
tenets of rights. This method gives a definite and
unquestionable moral direction in cases where
consequentialist arguments can be used to draw
results that are morally disturbing. The outright ban
on torture, e.g., is based on the principle of
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deontology according to which human beings have
the natural dignity that should not be infringed
under any conditions. This righteous position has
played a key role in keeping the moral compass
straight in the wake of utilitarianism-driven
arguments which are used to defend human rights
abuses in the name of security.

Nonetheless, deontological solutions are
problematic in the case of intelligence activities.
Deontological forbids can be categorical and
inconsistent with the facts of the intelligence
business, which can entail deceit and privacy
infringements that would be illegal when applied
outside of intelligence (Ronn, 2016). The dilemma
of deontological ethics in the intelligence scenario is
to offer a definite and practical guidance in the
context of a conflict of various responsibilities and
rights. As an example, what should an intelligence
officer do to balance the need to preserve the
privacy of the citizens with the need to thwart a
terrorist attack that may cause the death of
thousands of people? Deontological ethics
particularly with its insistence on absolute rules of
morality might fail to offer any sophisticated
solution to such queries. This has prompted some
scholars to promote a more lenient or threshold
deontology that permits the breach of some rights in
extreme cases, however this strategy is likely to
weaken the whole concept of the deontological
ethics.

Just War Theory Applications

The Just War Theory (JWT) has come as
one of the most promising theories in regards to the
intelligence ethics as it seems to provide a solution
in between unlimited war and absolute pacifism.
The article "Just War, Just Intelligence" by Angela
Gendron set up the paradigm of the application of
the concepts of JWT to the ethics of intelligence,
stating that the concepts of jus ad bellum (justice of
war) and jus in bello (justice in war) could be
applied to the intelligence operations (Gendron,
2005). Gendron states that the same ethical criteria,
which is used to evaluate the validity of the use of
armed force, whether the conflict is just to initiate
and how it must be led, can be used to judge the
intelligence activities. This entails deciding that an
intelligence  endeavor is  ethically  sound,
commensurate to its aims, and in a way that does not
inflict as much harm on civilians and
noncombatants, despite the effort being reported to
be preemptive or defensive.

JWT is valuable as it aims to bring some
sense of accountability, transparency, and
proportionality to the otherwise obscure world of

intelligence work. JWT demands that the decision to
commence or maintain intelligence operations
should be evaluated against the possible harm,
chances of success and the legitimacy of authority
through the application of the jus ad bellum norms.
By applying jus in bello norms, the theory directs
that boundaries be established on the collecting and
sharing of intelligence and calls on agents to reduce
harm that is unneeded, unwarranted damage, and
attempt to safeguard innocent life when such issues
as information-gathering  operations  become
controversial or potentially dangerous. The
framework also promotes post-operation evaluation,
which provokes the consideration of whether the
intended security objectives were attained and at
what cost in terms of the human rights and civil
liberties. The central ideas of discrimination and
proportionality which JWT relies on are especially
applicable to the discussion of modern intelligence
measures including drone attacks and assassinations.

The application of JWT to intelligence has
further been extended in the work by Ross Bellaby,
who suggests a more extensive ethical approach to
the matter, founded on the premise that harm can be
observed and a ladder of escalation (Bellaby, 2014).
Bellaby states that intelligence operations need to be
brought under the same level of moral examination
as military operations and that the values of
necessity, proportionality, and discrimination should
generate intelligence gathering in all disciplines
such as the imagery intelligence (IMINT), signals
intelligence (SIGINT), and human intelligence
(HUMINT). His model is a systematic answer to the
question of the ethical permissibility of various
intelligence practices, considering the severity of the
threat, the use of other methods, and collateral
damage.

The use of JWT in intelligence has,
however, been met with a fair amount of criticism.
Diderichsen and Ronn state that consent is a
characteristic of most intelligence activities which
are not sufficiently covered by JWT, and they offer
an alternative variant of consent-based model
(Diderichsen and Ronn, 2017). They argue that a
significant part of intelligence operations, especially
those done with the assistance of informants and
allies, is not in keeping with the adversarial
approach that JWT assumes. With this kind of
consent of circumstances, the legitimacy of ethics is
rather based on mutual respect, free will, and
voluntary cooperation than the principles of just
war. The critics further note that JWT might not be
able to serve adequately nonviolent or noncoercive
intelligence operations, including open-source
information collection, diplomatic interaction, and
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capacity-building operations, in which the moral
calculus does not invite war-like calculation.
Besides, it has been cautioned that by placing covert
actions in the scope of ethical boundaries and
rationales, JWT will in fact, normalize the practices,
which nonetheless pose a serious moral and legal
threat to individuals and communities.

Proponents of JWT argue that it can still be
applied as a heuristic when it comes to structuring
vital discussion regarding the ethical boundaries of
the intelligence operations. Even if it is flawed, JWT
makes people think deeply about the need, the
reasonableness, and injustice of actions, and thus,
policymakers must explain why certain actions
should be undertaken, and they should strive to
avoid unnecessary harm. The current scholarly
debate is indicative of a wider conflict between the
concept of imposing a historically war-centric ethic
on non-war intelligence operations and constructing
more contextual, consent-based and rights-
respecting paradigms. Scholars are currently
working on the further refinement of their uses of
JWT, either by combining it with other theories of
ethics or creating hybrid approaches that are more
responsive to the realities of current intelligence
operations.

The Democratic Dilemma: Oversight vs.
Effectiveness

This is one of the most persistent issues in
the books on intelligence ethics, namely the conflict
of  operational efficiency and  democratic
supervision. Such a paradox is inherent in the
tension between the openness of the democratic
system of government and the secrecy of the
intelligence operation. The ethical concerns of
intelligence activities are peculiar because of what
may be referred to as the transparency dilemma. The
more open governments are, the greater the intensity
with which this ancient dilemma is examined, since
Herman observes that now than ever before it is
more challenging to keep a secret of all types within
one government or the other as he observes that all
governments prefer to spill the beans at one time or
another (Herman, 2004). The paradox can be seen in
the example of the NSA surveillance programs,
which were revealed with the help of Edward
Snowden: although the revelations led to the greater
democratic accountability, it also led to what the
intelligence officials described as a major decline in
intelligence capabilities.

The history of congressional oversight
mechanisms can be studied as the example of the
challenges in the realization of the democratic
accountability of secret operations. Post-9/11 years

have been defined by both the proliferation and the
critique of accountability measures and the debate of
the relevant balance between control and
performance persists. The fact that American
tolerance to intelligence activities is cyclical, which
James Olson notes, is especially enlightening:
during a period of a real threat, American people are
ready to accept the use of dirty tricks by intelligence
services; during the period of relative stability,
intelligence services are more closely supervised
and restrained (Olson, 2008). This is a cyclic trend
in tolerance of the people and creates critical
concerns regarding the longevity and continuity of
morality in the intelligence. It implies that ethical
norms can be easily adjusted by political figures,
who are interested in using fear of the people to gain
political advantages.

The study of the intelligence oversight by
Njord Wegge on the mature democracies is very
useful in understanding how various nations have
tried to go about this dilemma (Wegge, 2017).
Relying on the interview of the security experts of
the United Kingdom, Germany, Norway, Sweden,
Denmark, Finland, and the Netherlands, Wegge
presents the main factors that must be taken into
account by the oversight bodies, intelligence
services, and legislators to ensure the effective
establishment of democratic oversight that will not
threaten the state security. According to his findings,
the balance of effective oversight is to have enough
access to classified information to allow meaningful
oversight, yet provide enough safeguards to prevent
unauthorized disclosures; have robust legal
frameworks establishing the boundaries of
intelligence authority, yet sufficiently flexible
enough to meet the changing nature of threats; and a
culture of accountability to the intelligence agencies,
which is enforced through ethics training,
professional standards and penalties to malfeasance.

Hans Born and Ian Leigh work on the topic
of democratic accountability of the intelligence
services offers a comprehensive perspective on the
issue of multiple dimensions of oversight (Born and
Leigh, 2005). They state that the multi-layered
approach of accountability that should be effective
includes the executive control, parliamentary
control, judiciary control, and the participation of
the civil society. All these mechanisms are unique in
their functions: the executive control is needed to
make sure that the intelligence activities are justified
by government policy; parliamentary control offers
a democratic legitimacy and checks executive
authority; the judicial review is needed to make sure
that the legal regulations are followed; the civil
society participation helps to promote transparency
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and discussion. Nevertheless, the efficiency of these
mechanisms differs greatly in different countries
and is influenced by several factors including the
legal system, the number of resources at the disposal
of the oversight institutions, and the culture of the
political system.

The intelligence oversight issue has been
complicated by the fact that the post 9/11
intelligence activities have increased and the
participation of the private sector players in
intelligence matters has been on the rise. According
to Marina Caparani, the intelligence work has
become widely delegated to commercial firms, and
there are new issues of responsibility and
supervision (Caparini, 2016). There is a possibility
that a breakdown in accountability exists because
private contractors might not be subject to the law
and accountability mechanisms as those employees
in the government. Furthermore, the concept of
internationalizing the process of intelligence co-
operation, as is the case with the Five Eyes alliance,
leads to difficulties concerning the realization of the
control over the intelligence activity when it
involves several countries.

Post-9/11 Paradigm Shifts

September 11 attacks essentially altered the
character of intelligence activities and brought about
paradigm shifts that have defied traditional ethical
paradigms. The change between the role of
gatherers and that of hunters is one of the most
drastic changes in the history of contemporary
intelligence. The shift between passive collection
and active operational engagement has an ethical
implication as the frameworks that have been
developed to analyze information collection are not
adequate in assessing direct action operations
(Phythian, 2013). Intelligence agencies go beyond
merely gathering data about threats to the nation to
actually trying to eliminate these threats by drone
strikes, special operations, which are beyond the
scope of what is deemed ethical.

Improved techniques of interrogation and
detention have been the most controversial issues
during the post-9/11 era. These ethical scandals
explain why the conventional models have been
found wanting in their dealings with the post-9/11
issues. This tension between national security
requirements and human rights obligations has been
stirring especially the intelligence services which in
certain instances consider human rights as
impediments as opposed to natural limitations on
their operations (Phythian, 2013). C. The so-called
ethics of fear in the post-9/11 era as analyzed by
Anthony Pfaff can be described as a sobering

evaluation of how the moral compromises were
caused by fear-driven decision-making (Pfaff,
2021). The foreign policies of rendition and
enhanced interrogation, he claims, yielded little
intelligence that can be acted on, as well as alienated
critical partners and compromised the moral
authority of America. The fact that humane
treatment was secondary to military necessity as
evidenced by the Bush administration through the
illegal enemy combatant label and condoned the use
of interrogation methods that were not in line with
the Geneva Conventions is a major failure ethically.

The other significant change of paradigm is
the explosive growth of surveillance. History of
mass surveillance reveals that technology has been
advanced more than morals and control
mechanisms. The extent and the size of post-9/11
surveillance programs are qualitatively novel when
compared to intelligence operations in the past,
bringing with them fresh issues of privacy, consent,
and the citizens versus government dynamic. The
leaks of Edward Snowden about the PRISM
program and other mass surveillance programs of
the NSA showed how much more powerful
intelligence agencies had become during the post-
9/11 period and how little they were controlled or
discussed (Sinha, 2013; Shamsi and Abdo, 2011). G.
The analysis of NSA surveillance by Alex Sinha,
which was based on the human rights law, states
that these programs infringed upon the right to
privacy that is the core of the right to privacy under
the international law and did not comply with the
need and proportionality requirements (Sinha,
2013).

Another notable paradigm shift that has an
ethical implication is the emergence of targeted
killings where drone strikes are used. Drone
warfare, in contrast to the conventional warfare,
where the opponents of the conflict can equally be
killed, entails one side killing the other virtually
with impunity, which begs the question of fairness
and morality of the asymmetric warfare. The
inclusion of signature strikes, which are aimed at
behavioral patterns, as opposed to being sure that
the identified individuals are the target, only
exacerbates the ethical calculation by making the
possibility of civilian victims higher and the
principle of discrimination more difficult. The
confidentiality of drone programs such as the
standards by which the individuals are declared as
targets and the determination of civilian deaths has
rendered it hard to determine whether they are
justifiable ethically and legally.
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Emerging Approaches and Innovations

Since conventional philosophical theories
are limited in their scope, researchers have come up
with new ways of looking at intelligence ethics. The
greatest current trend has been the emergence of
pragmatist approaches that emphasize practice and
not the abstract theory. The article by Francesco
Margoni, Giangiuseppe Pili, and Jules Gaspard
entitled Ethics in Practice: A Pragmatist Approach
to Intelligence is a valuable contribution to this
direction of paradigm development (Margoni, Pili,
and Gaspard, 2025). The pragmatist perspective
denies the pursuit of moral norms that are universal
and instead provides contextual and experience-
based moral judgments. Pragmatism does not
introduce any strict framework but instead views
ethics as a question: fallible, circumstantial, and
guided towards pragmatism instead of general
principles (Margoni, Pili, and Gaspard, 2025). The
authors found some useful findings in their survey
of intelligence practitioners, which disprove
classical theoretical assumptions, including evidence
of moral realism and the discovery of family
relationships given precedence over professional
duties in the moral reasoning of the practitioners.

Intelligence ethics make use of the
pragmatist approach, which has a number of
benefits. To begin with, it recognizes the ambiguity
and complexity of intelligence life situations in the
real world, where there are no ready moral
solutions. Second, it highlights the role of practical
wisdom and judgment in note of the fact that ethical
decision-making in intelligence involves the
exercise of abstract principle application, as well as
rich contextual insight and experience. Third, it does
not dismiss the views of practitioners of intelligence
per se, but instead, adopts a more serious approach
to the perceptions of what is ethical and inapplicable
to the work of intelligence practitioners. The critics
are however concerned that the pragmatism denial
of universal moral principles can result in the moral
relativism and lacks adequate restrictions of
intelligence actions.

Another new contribution that Allison
Shelton made is the application of moral
development theory introduced by Lawrence
Kohlberg to the ethics of intelligence (Shelton,
2011). Shelton believes in this, though, as moral
reasoning is to be seen as a continuum and not a
choice between consequentialism and deontology,
and this developmental view can be used to analyze
the moral reasoning of intelligence practitioners.
This strategy acknowledges the fact that moral
reasoning change with time and that the intelligence
professionals can be at various stages of moral

sophistication. It further implies that ethics training
and education may be of important value in raising
more ethically mature intelligence practitioners. The
framework suggested by Shelton offers an
opportunity to explain why various practitioners can
arrive at various ethical decisions when put in the
same state of affairs, and it can be used to design
ethics education programs that are able to assist
practitioners in coming up with more advanced
moral reasoning.

Another significant alternative to the
conventional methods is the consent-based
framework that was introduced by Diderichsen and
Ronn (Diderichsen and Ronn, 2017). This
framework sheds more light on the ethical aspects of
intelligence work by concentrating on the
consensual aspects of the majority of intelligence
relationships, including those with the informants,
liaison partners, and cooperating governments. It
places great importance on values like mutual
respect, trust and reciprocity, which most of the time
are ignored in combinations where coercion and
conflict are put at the core. The method also comes
in especially handy when it comes to studying other
forms of intelligence operations, which are not
subject to the adversarial paradigm, like intelligence
sharing, capacity building, and cooperative threat
assessment.

Another valuable point of view is the one
presented by Arthur Hulnick on the subject of ethics
and morality in secret intelligence in the U.S.,
wherein the author insists upon the significance of
the institutional culture and professional ethics
(Hulnick, 1998). Hulnick suggests that ethical
intelligence services should have well trained and
disciplined officers who can comprehend and
internalize ethical norms and have strong systems of
checking and balances to make them accountable.
This is a virtue ethics approach that is aimed at
human character building and nurturing moral
virtues like integrity, prudence, courage. It has
acknowledged that ethical decision-making in the
intelligence field requires not only the existence of
appropriate codes and processes but also a
practitioner of the necessary moral character to use
these codes and processes judiciously and stand up
to temptation to violate an ethical norm.

Current Gaps in Scholarship

Nonetheless, there are still major gaps in
intellectual ethics scholarship despite affecting a
great progress. Integration between different schools
of thought has been lacking thus resulting in
theoretical fragmentation which reduces any
practical usefulness. The pace of technological
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development is accelerating ahead of ethical
examination, which creates critical vistas in learning
the impacts of artificial intelligence, cyber activity,
and other new technologies. It is not possible to
understand the relationship between theory and
practice due to the lack of empirical research
specifically  examining the mechanisms of
implementing ethical frameworks in practice. The
absence of practitioner views in the academic
discourse is also significant, and this makes
theoretical approaches less practical and applicable.
Lastly, the literature is dominated by the Western
views whereas international and comparative
approaches to intelligence ethics attention is
inadequate.

Ethical issues are especially pressing when it
comes to the fast emergence of technologies based
on artificial intelligence and machine learning. With
the growing use of Al in intelligence agencies, both
in data analysis, pattern recognition, and even in
decisions related to targeting, the new questions
emerge regarding accountability and bias,
transparency and the proper role of human
judgment. In the same matter, the expansion of
cyber activities, not only in intelligence gathering
but also as a covert action, brings new ethical
challenges that the current frameworks are
unprepared to handle. The ethical analysis is
complicated by the attribution problem in
cyberspace, the possibility of the unintended
escalation, and the inability to differentiate between
the intelligence collection and a strike.

Another major gap is the deficiency of
empirical studies in the application of the ethical
frameworks to practice. Although considerable
theoretical literature exists on how intelligence
ethics ought to appear, significantly less research
exists on how ethical principles are actually
implemented in the intelligence agencies, what
conditions support or impede ethical decision-
making, and what the consequences of various
ethical models are on the intelligence consequences.
This is that distance between theory and practice
which restricts the practical applicability of
scholarly research and renders it hard to judge
which methods are most productive.

Lastly, intelligence ethics scholarship tends
to be westernized and thus is less applicable in a
globalized world whereby intelligence cooperation
continues to transcend cultural and political borders.
The notions of privacy, the power of the state, and
individual rights, and the right balance between the
security and freedom may vary across different
cultures and political regimes. A comparative and
more inclusive intelligence ethics would facilitate

the knowledge of such differences and will help
build ethical frameworks that could help intelligence
collaboration to thrive in a diverse international
context.

Evaluation Methods

The research utilizes a qualitative, critical-
review approach to address the issue of how the
philosophical frameworks of intelligence ethics have
developed throughout the post-9/11 period. The
study is based on an in-depth review of the current
scholarly sources, the policy papers, and the official
reports. Developing a critical analysis of an
extensive variety of sources, this paper will offer to
give a sophisticated insight into the complicated
ethical issues of intelligence communities today.
The main theoretical framework that is to be used in
this analysis is the pluralistic approach that will
combine the knowledge of various crucial ethical
traditions, such as consequentialism, deontology,
Just War Theory, and virtue ethics. This complex
system enables the evaluation of the moral aspects
of intelligence actions more holistically than any of
the theories would offer in isolation.

The arguments often presented in support
of the controversial intelligence practices in the
name of national security are discussed through the
prism of consequentialist ethics, specifically
utilitarianism. This entails weighing up the alleged
good of these practices like stopping terrorist attacks
against the bad which may result like erosion of
civil liberties and the loss of innocent lives. The
analysis is based on short-term and long-term
outcomes, direct and indirect impacts. It also looks
at the epistemic dilemmas of consequentialist
reasoning in the intelligence environment where the
outcomes tend to be uncertain, classified, or
counterfactual.

The deontological ethics, where the focus
is on rights and obligations, offers a model in
determining the degree of right or wrongness of
some intelligence practices irrespective of the
consequences. This is especially pertinent when it
comes to the examination of certain human
practices, including torture and mass surveillance,
which the human rights organizations have
discussed as the violation of the basic moral
principles. The deontological approach will look
into the question of whether the intelligence
practices are respectful to human dignity and
autonomy, whether they breach the categorical
moral prohibitions, or how one should resolve the
conflict between different rights and obligations.

The Just War Theory (JWT), which is
usually used to evaluate the ethical issues of war, is
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reconfigured to the intelligence operations, which
offers a methodology on how to examine the
justification of the covert action and the ethical
behavior of the action. Justice of war (jus ad bellum)
principles are applied to determine whether
intelligence operations are taken on just cause, last
resort, legitimate authority, reasonable probability of
success and relative expected benefits compared to
harms. Jus in bello (justice in war) principles are
applied to determine whether the intelligence
operations discriminate between legitimate targets
and innocent parties and whether the intelligence
operations use means that are proportional to the
purposes. Recent criticisms of the applicability of
JWT to intelligence are also examined in the
analysis and alternative frameworks like consent-
based models are discussed.

Virtue ethics is utilized to refer to the
character and moral judgment of intelligence
practitioners and institutional cultures of the
intelligence agencies. This style is based on the
significance of such virtues as integrity, prudence,
courage, and practical wisdom. This analysis
explores the role of organizational culture, training,
and leadership in ethical decision-making in
intelligence organizations as well as what
institutional reforms can be done to encourage more
ethical intelligence activities.

Using this combined theoretical approach,
the following paper evaluates the essential paradigm
shifts in post-9/11 intelligence comprising of the
emergence of drone warfare, enhanced interrogation
and mass surveillance. The discussion is based on
how those developments have questioned the
traditional ethical norms and provoked new
practices in the ethics of intelligence. The
methodology also contains the critical evaluation of
the emergent frameworks, including pragmatist
ethics and consent-based models, seeing what their
advantages and weaknesses are and how they may
be used to fill in the existing gaps. The final
objective is to find out the merits and demerits of
the existing philosophical frameworks and to point
at the spheres where the new studies and theoretical
work should be developed.

III.  Findings and Analysis

The period after 9/11 has been marked with
a radical shift in the essence and scope of the
intelligence business, spawning a new ethical
dilemma that put many conventional approaches to
philosophy to the test. The following section will
examine the critical paradigm shifts in intelligence
practices and assess them using the integrated
ethical lens that was developed in the preceding

section. It explores the conflicts among the
consequentialist, deontological, and Just War
Theory approaches and discusses the development
of new paradigms that are meant to handle the
peculiarities of the morality of the modern
intelligence..

The ¢Hunter’> Paradigm and its Ethical
Implications

One of the main conclusions of this review
is that the change in the role of the intelligence
agencies as the passive participants of the
information collection as active participants of the
action and covert operations, as the hunters.
According to Phythian (2013), this change has been
guided by what is perceived as the necessity to
prevent and preempt terrorist threats more
aggressively. The emergence of targeted killings
with drone attacks, the introduction of the so-called
enhanced interrogation programs and the large-scale
growth of the capabilities of mass surveillance are
all changeovers of the new paradigm. These changes
have seen the traditional ethical models that were
based mostly on the evaluation of what is morally
right about the information collection practically
insufficient when it comes to the evaluation of the
multifaceted moral landscape of the operation in
direct action. The moral computation of a drone
strike which knowingly aims at and murders a
person, say, is simply different than that of a
secretive surveillance mission.

This paradigm shift poses some very
important ethical questions. First, it erases the
historical boundary between intelligence and
military activities, and it also poses the question of
what ethical and legal systems should be used. In
cases whereby intelligence agencies are involved in
lethal operations, do they have to be subject to the
same rules of engagement that the military force is
subjected to and the covert nature and organizational
culture of intelligence agencies demand other rules?
Second, the hunter paradigm transforms the risk
calculus of the intelligence operations. Conventional
intelligence collection, although not devoid of risk,
is usually conducted without the purposeful harm.
The direct action operations on the other hand inflict
harm intentionally and thus must pass a greater
ethical standard of justification. Third, the
transformation of the intelligence agencies into
hunter-driven organizations could impact the
institutional culture of intelligence organizations and
possibly put the focus on operational effectiveness
instead of ethical concerns and the principles
restricting the traditionally bound operations of the
intelligence organizations.
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Analyzing post-9/11 Practices Through Ethical
lenses

In a consequentialist perspective, a lot of
the questionable intelligence practices that took
place since 9/11 were supported using the arguments
of national security and deterring future
fascinations. It was argued that the possibility of
saving a great number of lives was justified using
the methods that would be otherwise considered as
morally unacceptable (Omand and Phythian, 2013).
Advocates of greater force, such as, claimed that the
interrogation techniques were required to elicit time-
sensitive information of detainees with high value so
that it could avert attack imminence. On the same
note, the supporters of the mass surveillance
initiatives argued that the slight violation of the
individual privacy was compensated by the high
levels of security accrued by the fact that it was
possible to disrupt and intercept terrorist schemes.

This utilitarian calculus has however been
subject to a lot of criticism on various grounds. To
begin with, there is a high debate over the
effectiveness of these methods of generating
actionable intelligence. The use of rendition and
torture-like interrogation, contended by Pfaff (2021)
in his analysis of the post-9/11 ethics of fear, did not
bring much actionable intelligence to the table, they
instead turned some of the most significant allies
away. Several reports such as the Senate
Intelligence Committee report on CIA detention and
interrogation have concluded that the improved
interrogation methods were not useful in acquiring
special or otherwise inaccessible intelligence. This
destroys the consequentialism that  shows
justification of the practices because the so-called
gains were exaggerated and the ills were very
tangible.

Second, the consequentialist method does
not frequently sufficiently explain the long-term,
systemic damages that have been brought about due
to the controversial intelligence practices. These are
loss of democratic values and the rule of law, loss of
moral authority and credibility in the international
community, establishment of legal and ethical
precedents that can be used in future, and harm to
the relationships with allies and the partners.
According to Pfaff (2021), the renunciation of old
bans on torture and inhuman treatment was a
considerable ethical loss of the post-9/11 period,
which has brought a permanent effect on the
reputation of America in the international
community. The lateral impossibility of reversing
the situation once the ethical norms have been
broken, and the danger of having temporary
expedients becoming a permanent part of the

security environment, are frequently miscalculated
in consequentialist calculations.

Third, there exists epistemic problems with
consequentialism of intelligence. The intelligence
activities are secret, and therefore, it is hard to
confirm whether these activities are effective or not.
The counterfactuality of much of intelligence
assertion claims, which purport attacks which were
preempted or threats which were forestalled, makes
it virtually impossible to determine, whether a given
practice in fact recycled the purported gains. This
information asymmetry also offers intelligence
agencies the prospect of inflating the returns of the
fraudulent actions and underestimating the expenses
thus perverting the consequentialist calculus.

Applying the deontological viewpoint,
most intelligence activities that occurred after 9/11
will undoubtedly be subject to criticism as being
contrary to the fundamental rights of man and his
moral obligations. Human rights agencies and law
professors have held that torture, inhuman and cruel
treatment, and the mass gathering of personal
information without any suspicion of an individual
are wrong in themselves, no matter how much they
are supposed to protect personal security (Sinha,
2013; Shamsi and Abdo, 2011). The deontological
theory offers a solid moral value to formulate
definite laws against such practices and this is based
on the value of human dignity, autonomy, and the
invincibility of certain rights.

The virtues of the deontological criticism
are that it is morally straightforward and does not
undermine its core beliefs. In this sense, the ban on
torture is unconditional based on the natural dignity
of the human being, and it is as a result of the
categorical imperative never to treat persons in a
way that they are merely instruments to an end. This
moral position has been an invaluable opposition to
the consequentialist arguments that could otherwise
result into an argument to accept serious moral
wrongness in the pretext of security. It is the
deontological paradigm that has been especially
relevant in ensuring that international legal norms,
including those reflected in the Geneva Conventions
and the Convention Against Torture, continue to be
respected and that they cannot be appealed out of by
the exigencies of necessity or expediency.

Nonetheless, the critics state that strict
deontological principles are not always applicable to
the reality of intelligence with its complexity and
numerous moral gray areas, as lies, intrusion, and
force may be needed to avoid devastating damage.
Herein lies the main conflict between the ultimate
ethical standards and the perceived demands of
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national security. The dilemma with the
deontological ethics in the intelligence aspect is to
give a clear guideline and at the same time to
recognize the actual moral dilemmas the intelligence
practitioners encounter. Other scholars have
suggested threshold or moderate deontological
positions which hold firm assumptions against some
practices but admit exceptions in really extreme
situations. However, this is dangerous because of
the danger of subverting the categorical quality of
deontological prohibitions and opening slippery
slopes that can be used to rationalize more and more
serious infractions.

The Just War Theory (JWT) has proven
itself a promising, but not flawless, way to
overcome the dilemma between the consequentialist
and the deontological theory. Using the concepts of
jus ad bellum and jus in bello as applied to
intelligence operations, JWT offers a systematic
way of determining the acceptable nature of the
justification and the actions (Gendron, 2005). The
concepts of necessity and proportionality, which are
the core of JWT, are especially applicable to the
post-9/11 practices analysis. These principles mean
that the intelligence operations must be performed
as the last resort and that the damages they bring
about should not be overly substantial relative to the
anticipated security utility (Miller 2021 and Joel
2023).

The fact that Miller has created a just
intelligence theory is a major contribution to the
literature (Miller, 2021). According to him,
intelligence operations must be assessed by
standards of discrimination (separating legitimate
targets and innocent persons), necessity (making
sure that intelligence collection is necessary to deal
with a real threat and that alternative that are less
harmful should not exist), and proportionality
(making sure that the benefits expected to result
outweigh the number of harm anticipated). This
framework offers a systemic approach to the
assessment of various intelligence practices, as well
as those that are not justified ethically.

Nevertheless, there are challenges related
to the use of JWT to intelligence. According to
Diderichsen and Ronn (2017), JWT is inappropriate
in the analysis of the numerous intelligence
operations which are premised on consent and
cooperation. This implies that JWT can be a
significant instrument, but it needs to be
supplemented by other ethical systems. The consent-
based model suggested by Diderichsen and Ronn
will be a valuable complement to JWT that will
present the framework of intelligence relationships

that are based on mutual benefit and voluntary
cooperation instead of adversarial conflicts.

The Democratic Dilemma:
Accountability

The increased intelligence authority after
9/11 has added to the age-old conflict of secrecy
versus  transparency and accountability in
intelligence affairs. Herman (2004) observes that,
due to the enhanced openness of the modern
societies, it has become harder to keep secrets by the
governments but the perceived threat of terrorism
has also increased demands on secrecy and the
ability of the intelligence to be more effective. This
is the paradox of the current discussion regarding
intelligence oversight. Although it can be stated that
the post-9/11 period was marked by the
reinforcement of oversight systems in most of the
Western democracies, its validity is a controversial
issue (Wegge, 2017; Born and Leigh, 2005).

The Snowden scandals, which revealed
how massive surveillance programs operated
previously went undisclosed, demonstrated the
weakness of the current oversight and accountability
structures (Miller and Walsh, 2021). The programs
also worked years without much debate and scrutiny
in the face of congressional oversight committees
and other accountability controls. These disclosures
opened a worldwide debate on the right trade off
between security and privacy, and resulted in a
change in the laws of certain nations, yet also
illustrated the challenge of ensuring the effective
democratic regulation of intelligence operations in
an age of ever-growing technological abilities.

Secrecy  vs.

The study of the intelligence oversight in
developed democracies by Wegge offers a good
understanding of which aspects of the oversight
contribute to the successful oversight process
without the undermining of the security (Wegge,
2017). Wegge finds that, based on the interviews
with security experts in various countries, several
major factors include: proper legal frameworks that
define the scope and boundaries of intelligence
operations; oversight institutions with adequate
expertise, resources and access to classified
information to perform meaningful oversight;
accountability culture within intelligence agencies,
facilitated by ethics training, professional standards,
and penalties to misconduct; and accountability
integrating the necessity of secrecy and the
democratic requirement of openness, €.g., €x post
facto review and security-cleared overseers.

Nevertheless, the issue of control has been
compounded by a number of things. The growing
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presence of the private sector in intelligence
operations begs the question of how accountability
can be ensured when much of the intelligence
activities are assigned to players in the contract
industry who might not be governed by the same
legal framework and accountability rules and
regulations as government workers (Caparini, 2016).
Globalization of intelligence cooperation, like the
Five Eyes alliance, makes it questionable how that
may be effectively supervised when intelligence
operations can take a global scope and when the
information provided by one country intelligence
service can be utilized in the other country in a
manner that would be otherwise illegal in the laws
of the former country. The speed of the
technological transformation implies that the
mechanism of oversight, which was efficient at one
period, may be inefficient at the next and will have
to be adjusted to and changed continuously.

Emerging Frameworks and Remaining Gaps

Due to the shortcomings of the classical
ethical theories, a number of new theories of
intelligence ethics have now appeared. According to
Margoni, Pili, and Gaspard (2025), pragmatist ethics
changes the emphasis on abstract moral ideals to
practicalities of making ethical choices in the
profession. This style focuses on the situational
evaluation and the significance of considering the
opinion of the intelligence practitioners themselves.
Pragmatism also provides a more realistic and
practical analysis framework compared to mere
theoretical ones because its ethical analysis is based
on real life experiences and moral reasoning by
practitioners. The pragmatist focus on fallibility and
education through experience is also a useful
corrective to strategies which aim to find a
conclusive solution to difficult moral problems.

Likewise, the consent-based framework
presented by Diderichsen and Ronn (2017) is a
useful alternative to the coercive model of JWT,
which would be a more refined view of the ethical
aspects of the relationships between intelligence and
cooperation. According to this framework, a
significant part of intelligence work is grounded in
voluntary collaboration and mutual advantage and
not opposition to adversary, with the aspect of trust,
reciprocity, and respect to autonomy being valued.
The consent based method proves to be especially
useful in the analysis of intelligence operations like
liaison relationships, source recruitment and
management, the intelligence sharing arrangements.

Another important but not the least
important perspective presented by virtue ethics is
based on the moral character of intelligent

professionals and the nurturing of an ethical
institutional culture (Hulnick, 1998). The concept of
building ethical-strong decision-makers is necessary
to work in the complicated ethical landscape of
contemporary intelligence. Virtue ethics understands
that ethical decision-making is not only based on
having the right rules and procedures, but also on
having practitioners with the moral character to
exercise these rules well and to withstand the urge to
bend the ethical standards. This method focuses on
ethics training, mentoring and leadership as a means
of developing the moral culture of intelligence
agencies.

Traces of these improvements
notwithstanding, there are still massive gaps in the
literature on intelligence ethics. Ethical analysis is
falling behind the quick pace of the creation of new
technologies, especially in the field of artificial
intelligence and cyber operations. New frameworks
are urgently needed to handle the special moral
issues of autonomous systems, big data analytics,
and offensive cyber capabilities. Use of Al in
intelligence provokes the consideration of such
issues as accountability (who should be liable when
some mistake is made by Al?), bias (how can we be
sure that Al systems do not reproduce or develop the
existing prejudices?), transparency (how can Al
decision-making be made transparent and
auditable?), and the suitable role of human judgment
(what will be taken by people and not given to
machines?).

Besides, a significant gap in the empirical
research of implementing and effectiveness of
ethical frameworks in the field also exists. The gap
between theory and practice by encompassing the
views of the intelligence practitioners and
policymakers would be significant to the field. This
might be carried out by conducting research into the
actual implementation of ethics in intelligence
agencies, the reasons behind the implementation, the
influence of various ethical theories on the
intelligence product, and ways in which the training
and education in ethics can be optimized.

Lastly, the intelligence ethics literature is
still largely skewed towards the west. Further
comparative studies are in place of how different
cultures and political structures are addressing the
ethical issues of intelligence. These studies may
deepen the insight into various views on privacy, the
power of states, the rights of individuals, and the
right balance of security and freedom, and may help
develop ethical frameworks that can be used to
guide intelligence collaboration in the world, which
is becoming increasingly connected.
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Iv. Conclusion

The 9/11 and the following war on terror
have changed the landscape of the intelligence
ethics permanently. The paper has followed the
developmental pattern of philosophical systems of
intelligence ethics in this new era, one that has
raised the challenges to the old ethical frameworks
and the new innovative systems that have been
developed. The transition between a passive so-
called gathers model to an active so-called hunter
model has placed the intelligence agencies in a
much more direct and ethically complicated position
requiring a re-examination of the ethical principles
that should guide them in their activities. The
consequentialism, deontology, Just War Theory and
virtue ethics analysis of practices that were
conducted in the context of post-9/11 has identified
the existing tensions and trade-offs that are central
to contemporary intelligence.

Although consequentialist arguments have
been employed to defend the controversial practices,
they have been criticized by the deontological
theory that supports the basic human rights, as well
as the frameworked yet flexible theory of the Just
War. The eternal democratic paradox of secrecy and
accountability has been worsened in post 9/11
environment, which makes it all the more important
to emphasize the essential role of the strong and
efficient oversight mechanisms. The Snowden
disclosures proved how even in full-fledged
democracies with formed institutions of oversight,
intelligence agencies can proliferate their operations
beyond what the general population will regard
acceptable, and hence the necessity to continue
keeping an eye on them and to reform.

The gaps that still exist in the scholarship
on intelligence ethics have also been pointed out in
this review. The high rate of technological
development, especially in the field of artificial
intelligence and cyber activity is a new arena of
ethical dilemmas that currently available paradigms
are not prepared to confront. The emergence of the
Al-based intelligence system poses deep concerns
regarding accountability, bias, and transparency, as
well as the right place of human judgment in
intelligence-related decisions. In the same vein, the
expansion of cyber operations both as an
intelligence collection tool and as a covert action
also generates new ethical concerns regarding the
aspect of attribution, proportionality, and even the
probability of unintended escalation.

More empirical studies that look into the
implementation of the ethical principles in the field
are urgently required, as is the more inclusive and
comparative approach that takes into consideration

the non-Western perspectives. The research would
help the field in terms of investigating the role of
ethical structures within the real world of
intelligence agencies and the reasons why ethical
decision-making is facilitated or inhibited, as well as
exploring the means of enhancing the effectiveness
of ethics education and training. The comparative
study of the ways various cultures and political
systems deal with intelligence ethics would
contribute to learning about various approaches and
help to design frameworks that would allow
intelligence collaboration in the globalised world.

The intelligence ethics will rest on the
future of having more integrated and comprehensive
frameworks that are able to fill the gap between the
theory and the practice to give the intelligence
professionals clear and actionable guidance. The
nature of security threats is ever changing and
therefore the ethical systems that govern our
response must also change. The challenge of the
necessity of national security and the values of
democratic principles and human rights that should
be maintained over time is a timeless one, and it is a
challenge that requires continuous critical thinking
and ethical vigilance. The post-9/11 crises have
proved the practical aspect of the poor ethical
systems and the necessity to keep moral uprightness
in the face of the crisis.

In the future the intelligence ethics field
can be seen to have a number of priorities. To start
with, it is necessary to have more unified theoretical
frameworks that would be able to generalize the
input of various ethical traditions, though that would
be relevant to the practical realities of the
intelligence work. Second, the profession needs to
come up with new frameworks that would help
tackle the ethical issues emerging in the context of
innovated technologies, specifically Al and cyber
operations. Third, there exists an urgent necessity to
conduct additional empirical studies that will
explore the application of ethical principles to the
practice and the role that affects ethical decisions in
intelligence agencies. Fourth, more practitioner
views and a broader discussion between the scholars
and intelligence professionals would benefit the
field. Lastly, the comparative and international
research is needed which can be utilized in the
creation of ethical models which can potentially
guide intelligence collaboration on cross-cultural
and cross-political borders.

Intelligence ethics has evolved over the last
twenty years since 9/11 and has no longer been on
the fringes of interest both academically and in
terms of policy. But the issue of balancing the desire
of security with the values of democracy and human
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rights is not over. The given paper has tried to
contribute to that effort with a critical overview of
the development of the philosophical views on the
ethics of intelligence, its strengths and limitations,
and the points that require further elaboration. With
the intelligence agencies continuously improving
their roles and capacities, in line with the changing
threats, the necessity of strong ethical frameworks
will become even more pressing. The task of
scholars, practitioners, and policymakers is to make
sure that the intelligence operations take place in a
form that is efficient at ensuring security, but at the
same time, do not contradict the wvalues, which
democratic societies are trying to protect.
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