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Abstract

This paper is an analysis of the evolution of
intelligence operations since 9/11, specifically the
NSA SIGINT capabilities and the current challenges
facing integration of HUMINT into the
counterinsurgency setting in Afghanistan. It
discusses how, even in the face of institutional bias
and structural dysfunction, human intelligence
remained peripheral as the technological capabilities
of SIGINT, in the satellite, airborne and Cyber
domains, became the heart of U.S. counterterrorism
policy. The research explores the hypothesis, which
focuses on the government fragmentedness,
sectorial inertia, and rational self-interest as the
barriers to achieving the successful integration of
the HUMINT and SIGINT, which significantly
affect the strategic outcomes in asymmetric warfare,
as proposed by the adaptation framework by Amy
Zegart. The examination combines literature on
cyber warfare, networked terrorism, and the
continued relevance of HUMINT to make the
argument that technological tools can be useful, but
not as a substitute, to the human-contextualized
understanding of counterinsurgency success.
Keywords

Intelligence, Counterterrorism, SIGINT, HUMINT,
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I.  Introduction

September 11, 2001 terrorist attacks
represented one of the greatest turning points in the
history of the U.S. national security and intelligence
operations. The most powerful country in the world
had been exposed to a non-state actor that within a
few hours could be causing mass death on American
soil. The inability to foresee the attacks revealed the
severe deficiencies within the U.S. Intelligence
Community (IC), requiring the policymakers,
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intelligence professionals, and military commanders
to deal with the institutionally ingrained
shortcomings. Since that time, the intelligence
apparatus has experienced structural, operational,
and technological changes that it had never
experienced before. Such reforms did not merely
constitute administrative realignments but were
indications of the radical re-conception of
intelligence in the era of asymmetric threats.
Following the aftermath, the United States
proclaimed the Global War on Terrorism (GWOT)
that soon came to include not only Afghanistan as
the temporary refuge of al-Qaeda but also a global
war against terrorist networks. However,
Afghanistan emerged as the focal point, in terms of
symbolism as well as in practice, as the testing
ground of new intelligence operations. Over the last
twenty years, the U.S. troops tried to conduct the
war of counterinsurgency in one of the most
difficult human and geographical settings in the
world. This operational environment raised to
prominence the capabilities and constraints of
intelligence technology-based and most of all the
capabilities of the National Security Agency (NSA)
and its signals intelligence (SIGINT) capabilities.
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The Rise of SIGINT Dominance

The fundamental idea of the post-9/11
intelligence approach was that hi-tech solutions, the
use of satellites, airborne sensors, cyber
interception, and big-data analytics, helped counter
non-state actors that acted across borders and in
fragmented networks. The NSA became the focus of
this change. Its SIGINT capabilities which were
already impressive in the Cold War developed
strongly following the 9/11 attack and it was
enhanced by the influx of budgets, political
goodwill and the necessity to urgently address the
need to operate. These tools allowed the phone calls,
emails and electronic signatures to be intercepted in
a scale that never had been thought of before, thus
the actionable intelligence to be taken in regard to
the operation of tactics. Nonetheless, this
technological hegemony was paid with a price.
Existing  "technological prejudice in U.S.
intelligence - an aversion to machine-driven
collection instead of dealing with people - was not
addressed but strengthened. Human intelligence
(HUMINT), which is critical in the interpretation of
intentions, motivation and cultural dynamics, was
kept at the periphery. Even after recognition failed
to fade away with time, HUMINT continued to
struggle in terms of getting the institutional support,
resources and integration mechanisms to
complement the effectiveness of SIGINT. The latter
created a paradox with the United States having an
unparalleled level of technical surveillance, but
habitually unable to convert short-term tactical gains
into strategic defeat in Afghanistan.

The Afghanistan Test Case

The case of Afghanistan was a special
challenge that highlighted the weakness of
technology-intensive strategy. The rugged land,
tribal complexities and language diversity of the
country was hard to invade. The Taliban and al-
Qaeda fighters integrated well within the local
communities and in most cases they used cultural
networks that would be unknown to the outside
world. In this kind of place, the experience of
HUMINT, in the form of informants, cultural
advisors, and field embedded field officers, proved
to be invaluable. SIGINT may help reveal patterns
of communications, cell phone usage, and the
location of signal emitters but it could not tell
whether a target was an elder of a tribe, a Taliban
leader, or a civilian in the wrong place at the wrong
time.
An example of this dilemma was signature strikes
that were founded on SIGINT. Although they
facilitated the quick reaction to the suspected
militants, they also came at a significant risk of
civilian casualties that created resentment and
insurgency recruitment. These risks were worsened
by the lack of strong integration of HUMINT to the
extent that it could leave intelligence gaps which
could not be filled in by technological tools. This
disconnect between operational competence and
strategic achievement was to become one of the
trademarks of U.S. action in Afghanistan.

Institutional Reforms and Persistent Challenges
The post-9/11 era was marked with extensive
reforms in order to deal with failure of intelligence.
In 2004 the USA PATRIOT Act was enacted, the
Department of Homeland Security was formed and
the Office of the Director of National Intelligence
(ODNI) was born to bring together the disjointed IC.
The intelligence budgets shot up, doubling in ten
years and NSA was not left behind.

Table 1. Major U.S. Intelligence Reforms after 9/11

Year | Reform/Development

Key Impact on Intelligence

2001 | USA PATRIOT Act

Expanded electronic surveillance and information

sharing.
2002 | Department of Homeland Security | Centralized domestic security and intelligence
established coordination.

Prevention Act (IRTPA)

2004 | Intelligence Reform and Terrorism | Created ODNI to oversee and integrate the IC.

revealed

2006 | NSA warrantless wiretapping program | Sparked debates on surveillance, privacy, and legality.

SIGINT

2011 | Increased use of UAVs integrated with | Enabled real-time targeting of high-value individuals.

2013 | Edward Snowden disclosures

Exposed global surveillance practices, leading to reforms
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and restrictions.

NSA programs

2020 | Integration of artificial intelligence in | Enhanced predictive analysis, but still limited by
HUMINT gaps.

In spite of these reforms, structural fragmentation,
bureaucratic inertia and cultural biases still existed.
Agencies drew resources, political leaders focused
on short-term quantifiable results and technological
collection became preferable to human interaction.
The outcome was a system, which was not well
prepared to undergo complete adaptation to the
requirements of counterinsurgency warfare.

Research Problem and Central Question

It is on this background that this study will
concentrate on the overlap of NSA SIGINT
dominance and the challenge of HUMINT
integration that has never been resolved. Although
NSA activities delivered spectacular tactical
successes: neutralization of high-value targets,
disruption of communication networks, and special
operations support, they did not deliver lasting
strategic benefits. HUMINT was not taken seriously
and, therefore, U.S. forces were usually deprived of
cultural awareness and contextual intelligence to
establish the required stability in Afghanistan.

The overall research question will be: To
what extent did the NSA SIGINT operations
contribute to the U.S. counterinsurgency objectives
in Afghanistan and how the absence of HUMINT
integration influenced effectiveness on the whole?

Objectives and Contribution of the Study
This research has three main objectives:

To measure how well NSA SIGINT was
operational in Afghanistan in terms of tactical
objectives (point out what lessons can be learned in
the context of asymmetric wars going forward.
targeting and force protection).

In order to discuss the institutional and
cultural impediments to the integration of HUMINT,
one can refer to the framework of adaptation failure,
offered by Amy Zegart.

In order to determine the wider lessons in
the context of intelligence reform and
counterterrorism strategy, it is important to Through
the answers to these goals, the study yields to the
scholarly discussions as well as policy discussions.
It refutes the idea that strategic success is assured by
technological superiority and focuses on the lasting
relevance of human oriented intelligence in
contemporary warfare. In addition, it places the

Afghan experience in a wider theoretical context of
institutional  adaptation that provides some
understanding as to why reforms typically do not
produce the intended results.

II.  Literature Review

Adaptation Challenges of the Post-Cold War

The U.S. intelligence community (IC) was
at a watershed point when the Soviet Union
collapsed in 1991. Over almost a hundred years the
IC had been geared to one monolithic enemy the
Soviet Union and was organized to that end. The
intelligence gathering was focused on tracking the
military strength of the Soviets as well as nuclear
weapons and geopolitical activities. Once the Cold
War subsided, the IC however, was not ready to
make the transition into a world characterized by
diffuse, non-state, and transnational threats.
According to Amy Zegart (2005), the inability of the
U.S. intelligence agencies to change could be
attributed to three intertwined pressures namely
organizational inertia, rational self-interest and
fragmentation of structure of governance. The
nature of the organizational inertia, entrenched
routines, and cultures, led to the fact that agencies
were still acting in accordance with the Cold War
paradigm.  Rational  self-interest encouraged
bureaucrats and policymakers to pursue the easy-to-
quantify gains, especially in technical areas, over
more perilous reform. The disintegration of 17
intelligence agencies resulted in duplication, lack of
coordination and bureaucracy turf wars. By 1990s,
terrorism was a burning international concern. The
rising threat was highlighted by high profile attacks
like the 1993 World Trade bombing, the 1998 U.S
embassy bombing in Kenya and Tanzania and the
2000 USS Cole bombing. The senior intelligence
officials admitted that there was an urgency to fight
terrorism but the reforms were incremental and
sluggish (Harknett and Stever, 2011). According to
the theorists of organizations, this is a competency
trap: organizations maintain their effectiveness in
something they already perform well, which is to
keep an eye on their state enemies, and fail to
innovate in response to the new challenges
(Nicander, 2011).
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Table 1. Comparative Perspectives on Post-Cold War Intelligence Adaptation Failures

Scholar
Zegart (2005)

Agencies failed to adapt due to inertia, Institutional reform
self-interest, and fragmentation.

Key Implication
requires
structural overhaul.

Harknett & Stever (2011) Recognition of terrorism existed, but Awareness does not guarantee

change was stalled by bureaucracy.

adaptation.

Nicander (2011) Competency traps lock agencies into Success in one area creates
outdated practices. vulnerability in new domains.
Shaffer (2014) Information-based  organizations resist Crises drive reform, but often too

innovation without external shocks. late

The problem of post-Cold War adaptation is
therefore the key to why, despite post-9/11,
intelligence reforms have failed to bridge the
HUMINT-SIGINT divide. The origin of the failure
was even before the attacks and Afghanistan turned
out to be the test ground where the weaknesses were
revealed.

Cyber Jihad and the Information Battlefield

One of the most flamboyant contradictions
of the early 21 st century can perhaps be found in
how medieval-religious ideology movement could
successfully make use of the modern information
technology so well. The use of the internet as a
means of propaganda, recruitment, fundraising and
operational planning was remarkable in the way al-
Qaeda, then later on, the ISIS, and other networks of
jihadists maneuvered. According to James Forest
(2009), cyberspace has served as a virtual haven
where extremists were able to radicalize new
followers and create networks as well as interact
with a relative degree of impunity. Jihadist
organizations by use of online platforms bypassed
the conventional communication barriers and
reached their target audiences world over without
fear of centralized infrastructure that would have
been targeted by physical means. Perhaps the most
notorious is when Ayman al-Zawabhiri declared the
media battlefield to be more than half the battle- a
statement that is justified by the mere width and
impact of jihadist messaging. There is still no
consensus among scholars on what cyberspace can
be conceptualized as a conflict area. John Arquilla
(2012) holds the view that cyber operations
constitute a real war, which is capable of giving rise
to kinetic effects, whereas Thomas Rid (2012)
believes that a cyber war would be more of an
extension of sabotage, espionage and subversion but
not an actual war. In spite of such debates, all policy
implications point to one thing: the conventional
methods of intelligence, especially HUMINT,
cannot be abandoned. The online identity, data
mining, and the intention of people in the online

networks involve human interactions that cannot be
detected through automatized systems. The first
effort by the U.S. to counter the online jihadist
activities is to close down extremist websites. This
soon became a hopeless game of whack-a-mole
though as websites were re-launched under different
names or shifted to encrypted services. The
experience supported the concept that technology
used alone could not hold the threat in. Rather, a
combination of both SIGINT and HUMINT (i.e.,
association of technical surveillance with field
agents knowledgeable of cultural backgrounds) was
critical to breaking down the human network
supporting digital propaganda.

The Role of HUMINT in Counterterrorism
Human intelligence (HUMINT) is the type
of intelligence collection that has been regarded as
the oldest and most vital. HUMINT offers
unmatched intelligence on the intentions, identity,
and  vulnerabilities of the enemies in
counterterrorism. In contrast to SIGINT where one
can understand what was said or what was sent,
HUMINT can help to understand why people or
groups behave this way or that way. According to
Gary Berntsen (2008), a former CIA officer,
HUMINT played a leading role in the most
successful counterterrorism operations, including
the ability to disrupt al-Qaeda cells, as well as to
identify  sleeper operatives. The HUMINT
empowers intelligence agencies to develop
informants, infiltrate organizations, and use internal
rifts. Logan and Norwitz (2010) believe that its hard
to demolish terrorist networks unless it means there
is a seeding of mistrust on the side of the leaders,
exploiting of personal rivalry, or exploiting of
cultural rifts; all of which would require human
actors with extensive knowledge of the context. The
cultural and tribal complexity of Afghanistan
increased the significance of HUMINT in that
country. Learning local dynamics between Pashtun,
Tajik, Hazara, and Uzbek populations demanded
field officers, who could speak local language,
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navigate kinship structure, and gain the community such capabilities.
trust. Signals interception alone could not reproduce

Contrasting Capabilities of SIGINT and HUMINT in Counterterrorism

SIGINT and HUMINT Dimensions

Tracking and Distinguishing and
Identifying Hampering
Communications and Tribal settings and barriers
intentions tracking

Context and
Resources

Data & Context

Collection and network

infiltration Lacking context, resource

intensive
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The current literature emphasizes that, as
much as technology has become an inevitable aspect
of contemporary intelligence, it cannot replace
human intelligence, but it can only complement it
(Pavic and Beria, 2024). Veronika (2024) also notes
that this inclusivity of HUMINT - especially due to
the diversity of recruitment practices - can reinforce
intelligence delivery even further, which is not a
focus in the U.S. practice.

Synthesis

Three interrelated themes emerge in the
literature: First, the U.S. intelligence community
was unprepared to meet the demands of
counterterrorism that followed because the Cold
War had made it ill-prepared. Second, the
emergence of cyber jihad highlighted the
ineffectiveness of technical countermeasures. Third,
HUMINT is an essential component of knowing and
denying terrorist networks but institutional and
cultural prejudices leave it behind. Combined, these
lessons highlight the contradiction inherent in this
work: as much as SIGINT offered advantages
unmatched in terms of technical capability, its
supremacy without the inclusion of HUMINT
impeded success on the strategic level in
Afghanistan.

Theoretical Framework

This paper uses the theory of intelligence
adaptation failure developed by Amy Zegart (2005),
that singles out three key challenges, including
organizational inertia, rational self-interest, and
disjointed government structure. This is the reason
why the U.S. intelligence community has remained
dependent on technical intelligence yet it has not
successfully employed HUMINT.

III. Methodology

Research Design

This research follows a qualitative case-
study design with the topic of the contribution of the
NSA signals intelligence (SIGINT) to Afghanistan
during the period of October 2001 and August 2021.
Case study method is especially appropriate in
studying complex and real-world phenomena in
which the lines between the phenomenon and the
context are obscured. Afghanistan is a perfect
example not only due to the fact that it was the
longest conflict in the American history, but also
because it offered a changing environment in which
the intelligence practices were being tested and
modified constantly. The main idea behind the
design is to reveal how NSA SIGINT capabilities
supported the tactical operations and how effective
their application was limited or decided by the
continuing absence of human intelligence
(HUMINT) integration. Instead of trying to
generalize statistically, the aim in this direction is to
give detailed insight into causal processes, the
institutional dynamics, and the results of operations.

Process Tracing

One of the most important methodological
instruments in this research paper is the process
tracing that enables the researcher to determine and
examine causal mechanisms that connect inputs
(SIGINT activities) with outputs (operational and
strategic outcomes). Process tracing assists in
decomposing the intelligence-to-action cycle step-
by-step, transitioning between data collection,
analysis and integration, to policy or operational
actions. To illustrate, process tracing used to
examine a drone strike conducted on the basis of
SIGINT would examine the way that
communication intercepts were gathered, how
analysts authenticated the information, whether
HUMINT was consulted, how the decision-makers
had assessed risks, and the ultimate operational
result. Such detail can not only show the successes
but also can indicate the gaps and places of failure
of the intelligence cycle.

Table 2. Stages of the Intelligence-to-Action Cycle in Afghanistan

Stage SIGINT Contribution HUMINT Contribution | Observed Challenges
Collection Interception of phone | Informants, cultural | HUMINT underfunded,
calls, geolocation of | advisors, field officers difficult to recruit
signals
Analysis Pattern recognition, | Contextual interpretation, | Integration between SIGINT
metadata analysis cultural cues and HUMINT weak
Dissemination | Reports to military units, | Field briefings, personal | Delays, miscommunication
UAV operators networks between agencies
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Action Drone  strikes, raids, | Target validation, | Overreliance on SIGINT led
surveillance minimizing collateral | to “signature strikes”
damage

This table shows how the SIGINT and the HUMINT ought to have worked side by side, but institutional and

culture barriers constrained successful integration..

Data Sources

The research uses secondary data sources mainly
since the nature of intelligence operations are
classified. These include:

e Scholarly literature: Peer-reviewed articles,
books, and theoretical contributions (e.g., Zegart,
Margolis, Nicander) which are analytical
frameworks and empirical results.

e Official reports: U.S. government reports,
declassified reports, hearings by Congress, oversight
audits.

e Policy analyses: Think tank publications (e.g.
RAND, Brookings, CSIS) and non-governmental
organizations that evaluate intelligence actions in
Afghanistan.

e Media investigations: The investigative
journalism  which has revealed operational
information of the drone attacks and surveillance
programs especially.

Although such sources cannot offer a source of
classified information, they do serve as a strong base
of triangulation and cross-validation.

Scope of the Study

The time frame of the research includes October
2001, the moment when U.S. troops entered
Afghanistan, to August 2021 when the final troop
was withdrawn. This two-decade span is amenable
to a longitudinal study of how SIGINT operations
have changed over the course of the decades,
beginning with earlier battlefield support to the
more technologically heightened drone campaigns
of the 2010s, and finally culminating in the eventual
collapse of the Afghan government in 2021.

The substantive scope is narrowed down to the
analysis of the nexus of the SIGINT and HUMINT
in Afghanistan. Although it is possible to draw
useful  comparisons  with  broader  global
counterterrorism operations (e.g., in Iraq or Yemen
or Syria), the focus here is on Afghanistan as the
main theater of U.S. counterinsurgency.

Limitations

Like any research, this one is limited to a
number of limitations. The use of secondary sources
implies that it limits the access to classified
documents and first-hand accounts on operations.
As a result, the inspection might be missing the finer
operational description that is accessible to insiders.
Additionally, the incentives of retrospective analysis
are determined by availability and framing of
sources; declassified reports are more prone to
omissions of failures, whereas media accounts tend
to accentuate controversy. The other shortcoming is
that it is difficult to separate SIGINT and other
intelligence inputs. The operations are not often
pegged on one stream of intelligence; rather a
combination of various streams is used. Therefore,
the contribution of the SIGINT to the results should
be cautiously attributed. Lastly, although case
studies offer a lot of contexts, they also constrain
generalization. It is possible that the results of
Afghanistan are not wholesale applicable to other
conflicts. However, the case can offer important
lessons that can guide the wider intelligence reform
discussions.
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Comparative Strengths and Limitations of Research Methods in Intelligence Studies

Research methods

Generalization
Historical depth

Insider insights

Causal analysis

This comparative table explains why the most
suitable methodology to use in the current research
is the qualitative case study design that is backed by
process tracing.

Justification of Methodology

Nevertheless, the selected approach can offer a solid
framework to answer the research question in spite
of these limitations. Following the unfolding of the
SIGINT operations in Afghanistan and how they
overlapped and/or failed to overlap with HUMINT,
this paper is a way of capturing the dynamics of
intelligence adaptation in asymmetric warfare.
Although they cannot be generalized statistically,
the results provide theoretical and policymaking-
relevant information on why technological
excellence failed to be converted to strategic
superiority.

IV.  Findings and Analysis

NSA SIGINT Operational Successes

Signals intelligence (SIGINT) activities in
Afghanistan, by the National Security Agency, were
the edge of the American capability in the post 9/11
era. The agency developed an unprecedented
insurgent communication monitoring system by
means of a combination of satellite surveillance,

Data scarcity
Selective declassification
Access difficulties

Limited generalizability

airborne sensors, cyber interception, and metadata
analysis. These were not supportive capabilities but
became central to working doctrines like the so-
called find-fix-finish model (Jones, 2008) according
to which the process of identifying, tracking, and
neutralizing high-value targets (HVTs) relied on
precise intelligence. Special operations forces
pursuing senior Taliban and al-Qaeda leaders would
not have been able to operate without SIGINT.
Triangulation of mobile phone signals and cross-
referencing of communication metadata would
allow the NSA to offer near-real time intelligence to
operators on the ground. This made unmanned aerial
vehicles (UAVs) such as the Predator and Reaper
drones capable of making precise, targeted strikes
more accurately than ever possible. Operationally,
this was translated to the killing of a number of
high-ranking militants and intercepting the insurgent
command-and-control structures. The technical
savvy of NSA capabilities was also carried over to
cyber operations. Rebel factions were turning into
more and more actualized with digital
communication channels and NSA analysts were
coming up with methods of hacking email chains,
encrypted messages and internet forums. This did
not only give tactical leads but also assisted in
finding patterns of recruitment and financial flows.
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SIGINT Activity

Table 3. Selected NSA SIGINT Operational Successes in Afghanistan
Operational Outcome

Strategic Impact

RO IEN Interception of satellite Identification of safe houses, Weakened al-Qaeda presence in

leadership)
Mobile
triangulation

Mid-2000s

phone calls (al-Qaeda successful raids

phone Drone strikes against Taliban Tactical
commanders

Integration of SIGINT Real-time surveillance and Decapitation  of

eastern Afghanistan

elimination of
leadership nodes, disruption of
local cells

insurgent

with UAV platforms precision targeting networks,  enhanced  SOF
capabilities
I Cyber monitoring of Tracking recruitment and Improved situational awareness,

jihadist forums

The above achievements demonstrate the tactical
advantage of SIGINT in the current
counterinsurgency: it allowed acting fast, allowed
delivering quantifiable results, and provided
policymakers with visible outcomes. But, as these
victories of operations concealed a greater number
of strategic flaws.

Strategic Limitations and HUMINT Gaps

Although the tactical successes of the SIGINT were
achieved, the program had inherent weaknesses
which eroded counterinsurgency objectives in the
long term. Interception of signals can recognize
patterns of communication, movement and
relocation, yet has no guarantee of identifying
human intentions, cultural subtleties or tribal
affiliations, which are of paramount importance in
the society of Afghanistan. A signature strike was
one of the most debatable products of excess
dependence on SIGINT. These were the identified
people not due to their identity being identified, but
due to their way of communicating or moving being
a pattern that meets the profile of a target that is
suspicious. As much as this made it easy to take
swift decisions against any possible militants, there
were chances of wrongful identification and loss of
civilian lives. These events created a lot of
resentment among the local communities, which
was used to promote the anti-American agenda and
left insurgency forces with propaganda means of
recruitment (Margolis, 2013). Besides, the lack of a
strong  HUMINT integration implied that the
intelligence based on the SIGINT was not validated
in many cases. Institutional biases and imbalances in
resources pushed HUMINT operatives aside who
would have verified identities, demystified cultural
backgrounds or evaluated ground realities. This
defeat left the U.S. military blind to epistemological
uncertainties: the army knew the locations of
insurgents but not the reasons why they acted, how

financial transactions

global counterterrorism

coordination

they remained legitimate and what grievances kept
them alive. The Afghan example demonstrates the
illusion of a technological superiority that lacked
any contextual basis: SIGINT may have been able to
see more than ever, but it could not necessarily be
able to make sense of it.

Institutional Barriers to Integration

The long-running failure to combine SIGINT and
HUMINT was not merely a technical
incompatibility but the cause of strong institutional
and cultural obstacles in the intelligence community.
The major custodians of the SIGINT and the
HUMINT, which were the NSA and the CIA
respectively, had different organizational cultures.
What the NSA prized was technical innovation,
measurable deliverables, and low-risk collection
techniques. Measures of success were frequently in
units of data intercepted, reports made, or goals
pursued. In comparison, successful HUMINT
demanded investments over time in relationships,
language and cultural integration and venturing into
hostile environments. Such methods were hard to
harmonize. The division was further strengthened by
the budgetary allocations. Technical intelligence
programs- which could cost billions at times- got
priority as they assured observable outcomes and
had good political favor. HUMINT, in turn, was
human-intensive, time-consuming to produce
outcomes, and more difficult to present in a policy
brief. Integration also was hindered by personnel
policies. The NSA analysts were technical
specialists that were trained whereas the CIA
officers were trained on the field craft and the
expertise of a region. Cross-training or inter-agency
rotations were not that common, and expertise was
siloed. The system of promotion encouraged one to
remain in his or her field of study, which further
discouraged cooperation (Kibbe, 2007).
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Barriers to SIGINT-HUMINT Integration

Intelligence Failures

Obvious operational shortcomings

Organizational Culture Q’Q?
L3

Conflicting values between
agencies

Personnel Systems | 4 |

Limited cross-training and siloed 665
expertise

These obstacles were not easily set aside, in
the presence of imperatives of battlefield. The
official prescriptions of inter-agency collaboration
were not always translated into practice since
opposing forces of underlying incentives and
institutional logics were at play.

Synthesis of Findings

Combined, the results point to a remarkable
pair of opposites: NSA  SIGINT offered
unprecedented tactical benefits allowing the U.S. to
kill high-profile targets and disintegrate insurgent
networks. However, these same operations did not
bring any strategic success due to marginalization of
the HUMINT. The dependency on technology
resulted in a glass ceiling to the effectiveness of
counterinsurgency, which was unable to delve
deeper into the society of Afghanistan, politics and
the motivations of the insurgents. The barriers to
integrating SIGINT-HUMINT into institutions serve
to underscore the fact that the structural weaknesses
of the intelligence community were not addressed
by the reforms that were undertaken following 9/11
despite massive infusion of resources. The
integration challenge remained a challenge during
the twenty years of the conflict without priorities
that could be implemented in the areas of
organizational culture, budgetary and personnel
systems.

V. Discussion
The Paradox of Intelligence in Asymmetric
Warfare
The Afghan war clearly shows the fallacy
of contemporary intelligence in asymmetric warfare:

é Disproportionate funding for
technical systems

=i~ | Operational Procedures

Inconsistent reporting and
communication

technological supremacy, lacking cultural and
contextual context, is inadequate to strategic
accomplishment. The intelligence community of the
U. S. had unrivaled signals intelligence (SIGINT).
Satellites, drones and cyber platforms enabled close-
to-real time monitoring of  insurgent
communications and movement. This ability was of
great benefit to tactical missions, especially in the
killing of high-value targets (HVTs). However,
there was an epistemic gap because of the
dependency on technology. SIGINT is able to
intercept what and where, but seldom why. The
insurgent groups in Afghanistan did not use
encrypted cells alone but heavily integrated system
of social and tribal networks that were not visible to
machines. Without human intelligence (HUMINT)
to read intentions, relationships, and local forces,
operations tend to misunderstand signals and come
up with incorrect conclusions. A civilian loss in
signature attacks is a good example of how the
application of technical indicators in the absence of
validation by HUMINT can convert tactical wins
into strategic failures.
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Table 4. SIGINT Strengths vs. Limitations in Asymmetric Warfare

Dimension Strengths of SIGINT Limitations of SIGINT

Speed & | Real-time tracking; rapid dissemination | Overemphasis on speed can bypass contextual

Efficiency checks

Precision Geolocation  of  targets;  UAV | Precision in data # accuracy in identity
integration

Measurability Generates quantifiable results for | Ignores intangible factors like trust, loyalty, or
policymakers intent

Risk Profile Low-risk, remote operations Creates distance from ground realities, fosters

detachment

This paradox shows one of the main lessons: the
intelligence dominance should be able to integrate
the technical scope of the SIGINT with the
contextual depth of the HUMINT. In the absence of
this amalgamation, counterinsurgency operations
run the risk of getting short-term benefits at the
expense of the long-term struggle of legitimacy and
stability.

Application of Zegart’s Adaptation Framework
The adaptation framework by Amy Zegart (2005) is
an effective framework that can be used to analyze
the situation in which the U.S intelligence
community placed too much focus on SIGINT
despite the acknowledged limitations. Her model
suggests three forces that are related to each other
and they are: organizational inertia, fragmented
structure, and rational self-interest of political
actors..

Organizational inertiameans the hidden routines,
cultures and practices that render institutions
difficult to alter. In the case of the NSA, the
technological innovation tradition supported the
preference to use technical means of collection.
HUMINT on the other hand was dangerous, slow,
and uncertain- qualities that bode against the
bureaucratic taste.

Fragmented structurescompounded the problem.
The 17 agencies that make up the intelligence
community have intersecting missions. Whereas the
NSA concentrated on SIGINT, the CIA
concentrated on HUMINT. Inter-agency rivalry
continued despite the reforms such as the
establishment of the Office of the Director of
National Intelligence (ODNI). Cultural differences,
incompatible reporting systems, and turf wars would
not allow an easy flow of intelligence streams.
Rational self-interestalso played a decisive role.
Policymakers preferred information that would give
quick, quantifiable results. SIGINT provided outputs
that were easy to measure and quantify: intercepted
telephone  conversations, eliminated targets,
disrupted networks. In comparison, HUMINT
tended to produce intangible knowledge that was
much more difficult to deliver in policy briefings.

Therefore, the resources were also distributed
unevenly towards technology, which reinforced the
imbalance.

Zegart’s Adaptation Barriers
Afghanistan

Applied to

Afghanistan Intelligence Failure

Favored data-driven
technical solutions

SIGINT outputs
preferred politically

S o A
» \of

Silos with limited cross-
training

The longevity of these impediments clarifies why
despite the imposing resources, the intelligence
community failed to adjust to the requirements of
counterinsurgency.
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Broader Implications for Intelligence Reform

The Afghan scenario highlights a larger
debate in intelligence reform: technology tools can
be used to supplement operations, but cannot
substitute people-based tactic. With the U.S. turning
to great-powers rivalry and to hybrid warfare, the
probability of committing similar errors is very
high. Unless institutions change their way of
favoring technology to the disadvantage of human
expertise, they will have similar blind spots when
dealing with potential enemies such as China,
Russia, or non-state cyber actors. The reforms that
will be carried out in the future should therefore
focus on tackling some structural and cultural
problems of the intelligence community. The budget
should be balanced at both ends in terms of
technical platforms versus HUMINT programs. The
personnel systems must have incentives to cross-
train and inter-agency rotations to promote a culture
of cooperation. Above all the intelligence tests
should be designed to incorporate the combination
of the SIGINT and HUMINT knowledge so that
tactical efficiency would help towards long-term
strategies.

Comparative Lessons from Other Conflicts

The shortcomings that are witnessed in
Afghanistan are not isolated. The same trend was
observed in Iraq, where activities conducted by the
use of SIGINT were carried out to combat insurgent
networks but could not stop the emergence of ISIS.
In the Vietnam War, an excess of quantitative use of
body counts reflected the contemporary fascination
with quantifiable SIGINT deliverables, without
regard to the political and cultural aspects of
insurgency. These historical correlates can be used
to demonstrate that intelligence failures tend to be
demonstrations of institutional adaptation, rather
than technological ability. The moral is obvious:
unless the culture of intelligence is transformed to
appreciate not only machines but human beings,
there is a risk of repeating the same Afghan paradox
in the future: tactical genius and strategic failure.

VI.  Conclusion

The NSA SIGINT operations performed to
a great degree of tactical success but were not able
to provide strategic victory in Afghanistan because
of the systematic oversight of HUMINT. The lack of
integration  between  technical and human
intelligence provided epistemic gaps that sabotaged
the counterinsurgency goals.

The battle against institutional obstacles
and true integration of SIGINT and HUMINT will
determine future success in counterterrorism and in
great-power competition. In the absence of such
reforms, intelligence agencies may end up
committing the same mistakes in the new conflict
settings.
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